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P7FLZR

SWAN@IA >3 —T T —RADETE
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PEERD7 FL X

SNtz PPPE H—/N—DF7 KL R
NRRENET,

75471 —DNS H—/3—

T34 —DNS H—/—DTF7 KL R
BRRREINET,

tHh2H1)—DNS H—/\—

tHUHY—DNSH—N—DF7 KL R
NRRSNFET,

Y$ITXrY IRy Ty arTEYHETONE WAN D
YITRY FIRIDBKRRENET,
EHRA T a3y tyvavIcRESNEREA T 3

ARRENET,

I a—&ERHRE

(*—TJ73471 /ML HE,
Ia—Z#ERREOENRTSINET.

MSS &

MSS ¥ SV TDENRTEINET, B
BEtE] ZIBEL TV SI5E. RRICE
EIhfEARTEINET,

3.6.1.3 fEHE—FIC TERE IP) 2RRLEES

BHE— R TEE IP] #BRT L. UTOEANRRSLET.

% EE P 7 FLREERA L TEET HBAISRRLET,

ek
NIA—Z—

ET:

AALY T O—FF v R iRk 'A%/ B

LANfll 4 > 2 —2D = —XRIZEIFL =X
Ty b DFEEA. WAN il > 2 —
T—RICEIYLETO hEzY TRy RIS
METHTA—RFr ATy b T
HotzLE, WANfl4> 24— x—X
ISTA—FXv R bRy b EEETS
NESHERELET . BIHRET D
&, TR—FF v X /57y k% WAN
BAlA 82— —RIZEELES, T
TAI L TIE TES T,

SWAN@BlA B —T 1 —ADHRTE
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P7KFLZR

ISPALIEESREZIPTRLRAEAAL
T, AV 2—3y MMM EREZAD
FOERIZIFZDIP 7R L RAAERS
hES,

IRy RTRY

ISP AL E Y TRy TR IE
AALET,

F—kzA7FLR

ISP A LRBENIS— VT IDPT
FLRZEAALET,

TS54<)—/h>H1)—DNS H—/—

ISP Bt ENE=TSA47Y—/th
U1 —DNSH—N—DIP 7KL R%E
ABLFET, HBESNTLERWNEEIZA

ALBENTLIEEL,

NFIA—5— *7ay H L]

LAN Z%3E AEGOLANI A 4—T 2 —RIZFH
THEBOIRTSINET,

IP7RLZR RERBRKO LANlA2—T 1 —R
IZRESNTVWDIP7RLANKRRS
hET,

IRy LIRS HEAMKDO LANl4 > 2—T 2 —R
ISBRESNTVEY TRy FIRIDE
RENFET,

DHCP DHCP #—/\—HEEDHX) / BIMNRT
ShES,

WAN %5 ABZDOWAN il 4> 54—T 2 —RIZH
THEEIRTINET,
EHRE—F REDEBKE—RFARTINET,

TIHILET—bIATRLR

TIHIWETF =TT AT FLRAARTR
ShEY,

75 4<')—DNS H—/\—

TS54)—DNSH—N—DFKL R
NRRSNFET,

th S 1) —DNS H—/\—

thoH1)—DNSH—/IN—DFKL R
NRERSINFET,

KR
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L. PTRLAMNRESND & THEH

ERRENFET,
IP7RLZR WANIDIP 7 F L ANKRTENET,
YITRYEIRY WAN lOH TRy h IR IDBRRSH
7.

3.6.2 FA4F= v NS &&E

Aza—m5 TWAND > TEL4F Sy Y DNS) DIBEIZY Y v T 5EUTOERARTEINET,

NIA—5— Hie

BRI B4 —T—R CCTHRELEZAVA2—T7—XIZEY
BRONFEIPZRLANETAF IV
DNSDIP7RLRELTHERSNAES,

4% 9 % FQDN DynDNS [Z&$% L TLV% FQDN #5%%E L
F9. ANTHEXFHIE. 1 ~ 128 XF
T3,

DynDNS D7 hHo >V b4 DynDNS [C&8kL TWBT7hO Y &%

HBELFET. ANATHEXFE, 1~ 64
XFDOHEAEMT (FE—HDES)
T3, (DynDNS [Z& B HlIR LIZELY
£9.)

—HBORB L L TANTRAEXFIEUT
DELYTT,

#%&()+-. (EVAFFR)=@[]"
(P (17, (hr=)

DynDNS M/82 77— K DynDNS 28 L TLV3/SRT— K &%
ELET, ANTEEXFHIE. 1~ 32
XFOFARYTF (FE—HDOES)
T, (DynDNS IZ K B HIREIZEARY
£9.)
—EDEEF & L TAAAEELXFIELUT
DEBYTT,
#%&()+-. (EVAF)=@[]"
(P (17, (hr=)

B IP7RLROBEFZEZITS ETOEHM
RESRELET, (B: B) MHKE
320 T9, HEAVAEAFEEL. 0~ 255
<7,
IP7RLRIZEENH>=BEICIK. =
CCHEINI-FHRLIEERE CBER
ETVWET,

SWAN@BlA B —T 1 —ADHRTE
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3.7 324 v DEERE

AEMTE. WANEIA V23— 2 —RATERETINNTY MDD ST 4 v ) ZHEAERE LT—ERTTEET, WANH
AVB—T1—ADERE L5714 v 71 THEHEHRI R—OTHERELET,

3.7.1 e

s&l

LAZa—mi TWAN) -> TH#REHIESR) 20U v I LET,

2IFEHERESBLAEVA V23— D1 —REERLET, FHKETIE. TethOWAN) | ABIREIFT,

3.TWAN Statistics] NRTENFY, RNERHT AT [FHI K2 E2I UV I LET. WU —&0HET SICE
MoU71&29Uv9LES,

SWANBIA VB —T 1 —ADHETE
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3.7.2

THEEHEE <— S OMB

MREHERI R—DITOVWTHBELET, HEHERI R—O TR, FAEFOWN A V32— 2 —RD/N7 vy MREIZE

THRAHEBBI B LATEET,

FethOWAN) | BRI HEUTOEENRTENET,

NIA—5—

B L]

Total Bytes Received

ZENTY OB H

Unicast Packets Received

ZEIZF v ATy OB

Multicast Packets Received

FEILFIYRA LTy OB

Packets Received and Discarded

WEENFAT Y b

Packet Received with Errors

IS—7ybE

Packets Received with unknown Protocols

KYR—rTOFaLDYT Y M

Total Bytes Transmitted

Rt/ Ny b NS BB

Unicast Packets Transmitted

EEI-Fr R MRSy RH

Multicast Packets Transmitted

ERETILFXFr R Ty b

Packets Discarded while Transmission

BIERICHESNIAT Y b

Packets Sent with Errors

BESIh=IS—7y b

M&EH RKaY

M ERORTABTEEHLES

o7y Rav

MEHEROD Y 2 —EEMHELLET,

SWAN@BlA B —T 1 —ADHRTE
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PPPOE f A —J T —R%&EIRT B ELUTOEE (PPPoE Statistics) ARRINFET,

NIA—5—

B

pppoe interface

PPPoE 1 > 23— 1 —ADERERTLET, (B/NTA—F2—DELK
I%. TethOWAN)] DIFE LFEHRTT )

PPPoE Statistics

PPPoE st EHMERTL F Y,

PADO Received

PADO /87y k #2{E L B

PADS Received

PADS /37w b # 25 L =B

PADT Received

PADT /34y b & 25 L 1-EH

Unexpected PADO Received

PADO Z{SIREE T LVIREE T PADO %215 L 1z[EI%K

Unknown code Received

REBEDT 1 ZANY N7y FERELEER

PADI Transmitted

PADI /87y k Z#{E L F-EH

PADR Transmitted

PADR /X4 b & 3%{E L 1=E1%K

PADT Transmitted

PADT /X7y b &EEL=EH (%)

Service Name Errors

Service-Name—Error Tag # 32 L =Bk (*)

AC System Errors

AC-System-Error Tag #Z{EL =%k (%)

Generic Errors

Generic—Error Tag #3215 L 1=[EI% (*)

(%) PPPOE A v A —J = —RBHFTIHAELC, EBEUDOEERRLES.

SWAN@IA >3 —T T —RADETE
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LCP Statistics

LCP #fiattEHRE R RLFET .

Configure Request Received

{5 L 1= ConfigureRequest /84 k D%k

Configure Ack Received

X

{E L 1= ConfigureACK /X4 k D%k

Configure Nak Received

45 L 1= ConfigureNAK /34 + D

Configure Reject Received =45 L 1= ConfigureReject /345w ~ D
Terminate Request Received Z{E L 1= Terminate /34 + D
Terminate Ack Received 5215 L 1= TerminateACK /37y b D%k

Code Reject Received

{E L 1= CodeReject /34y b D

XA

Protocol Reject Received

45 L 1= ProtocolReject /34w k DL

Echo Request Received

{5 L 1= EchoRequest /347y k D%

Echo Reply Received

(S L 1= EchoReply /345 v + D%

Discard Request Received

5215 L 1= DiscardRequest /347 v b D%

Bad Echo Reply Received

E R L %0 EchoReply /345w F DZ{EH

Configure Request Transmitted

%45 L 1= ConfigureRequest /34y b D%

Configure Ack Transmitted

ZE{E L = ConfigureACK /34y b D%k

Configure Nak Transmitted

1£{E L 1= ConfigureNAK /4y + D%

Configure Reject Transmitted

%{E L = ConfigureReject 734y b DEK

Terminate Request Transmitted

#%{E L 1= Terminate /X4 v b O

Terminate Ack Transmitted

ZE{E L 1= TerminateACK /34 v k D%k

Code Reject Transmitted

%15 L 1= CodeReject /34 v k DEL

Protocol Reject Transmitted

%48 L 1= ProtocolReject /34y + D%k

Echo Request Transmitted

315 L 1= EchoRequest /34 k D%

Echo Reply Transmitted

%1{E L 1= EchoReply /84 k D%k

Discard Request Transmitted

%{E L - DiscardRequest /34y F D (*)

SWAN@IlA B2 —Tz—AD

L
33

E

95



CentreCOM AR260S V2 ') 77 LY AR =a 7L

Echo Fail Errors LCP Echo & A LA 77 b MEIZK

(x) BEOEKRTRAYY FEhERA,

PAP Statistics

PAP #istEHRERRLET,

PAP Ack Received

{2 L 1= PAP AuthenticateAck /34 v b DL

PAP Nak Received

1= L 1= PAP AuthenticateNak /34 v k D

PAP Request Transmitted

%15 L 1= PAP AuthenticateRequest /34 k D

CHAP Statistics

CHAP st EHRERTLFY,

CHAP Challenge Received

{5 L 1= CHAP Challenge /3% v + D%

CHAP Success Received

{5 L 1= CHAP Success /34 v k D#

CHAP Failure Received

Z{5 L 1= CHAP Failure /34y k D

CHAP Response Transmitted

%{E L = CHAP Response /X4y b D

IPCP Statistics

IPCP #fiztEHRE R RLET,

IPCP Configure Request Received

245 L 1= ConfigureRequest /345y k D%

IPCP Configure Ack Received

245 L 1= ConfigureACK /4w k D%

IPCP Configure Nak Received

{5 L 1= ConfigureNAK /34 k D%

IPCP Configure Reject Received

{5 L 1= ConfigureReject /34y k D3

IPCP Configure Request Transmitted

% {E L 1= ConfigureRequest /345w k D

IPCP Configure Ack Transmitted

Z#{E L = ConfigureACK /34y b D%k

IPCP Configure Nak Transmitted

% {E L 1= ConfigureNAK /34y ~ D

IPCP Configure Reject Transmitted

1%{E L = ConfigureReject /34y b DK

= I e

MEHERORTNBEEHLET

roy71 Ray

HETERO DY S —EEHHELET,
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4 IW—T 4 T DETE

4.1 HE

—TF 4 2F1Z1&. RIPRouting Information Protocol) Z&EDTO FANZFRALTITSIFAFTIVIN—FTa0TE. RS
TAVIIL—FEFETRELTL—FTAVIETIRITAVIN—T 4 2IBHYETH. XERTIK. RE4T1979
N—=F 4 2TDHYR—FLTVET, AETRE. FEROIL—FT 1 D Ti88EE TIL—F 1271 R—UTRETHFIEEH
BLET,

4.2 AREFAVIIN—Ta45

ARETFAYIN—T 4 VT ERETHFIRIZOVTHALET,

4.2.1 BE

ARBTAVIN—T 4 VT ERET BIZBZUTOFIRERITLETS,

LAZa—hs TW—F1251 90y I LET,

2/NSA—F—(CfBZANL T8N REED YYD LET. CCTEHUTOLSICKETSLDELET,

BESRYFIT—UFTRLR 192.168.2.0
BEYTRY LIRS 255.255.255.0
T—bkozA FTFLZR 192.168.3.1
BrE 1 (&, BEERE)

SLUETHRERFTETTY .
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4.2.2 REDHES

AATFAVIN—T A VT OREFUTOFIETCHRLET,

1L AZa—hs T—F1251 9V LET,

2.TW—F 4o 9F—=TI1 12, BEDIL—T 4 VITRENKRTEINET,

4.2.3 RAETFALYIN—T 4 VI DER

AATFAVIN—T A VT EERBTBICIEUTOFIEERTLET,

1L AZa—hs Th—F1251 9V I LET,

2.TI—F 4 o9 F—TI] OBREL— L ERIHESAREEI ) I LET,

BTREATFAVIN—T 4 VIHRE] TENFA—F—DEZEEL [EE] KR40I UV ILET,

4 LLETEHRERFIETTY .

4.2.4 RETF 4V N—T 1 VT DHIRR

RETAYIN—T 4 VT EHIKRT BICIUTOFIEEZRITLET,

1L AZa—hs Th—Fa251 9V LET,

2TW—F 420 F7—=TIL] OZREIL— L EBIZHZSOHARILEI Y9I LTGERLET,

3.THIER) KRB &V VY I LET,

4 LLETEHRERIETTY .

4 V=T 4 VI DEE
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4.3 I—T 4251 R—=DDREHR

TNW—F 42T R=VIZODWTRHELET. NN—TFT 12051 R—CTREAHRGOIN—T ¢« VT ICETIREEZFTVE
Ep

4.3.1 RETFA4VIN—T 4 VTHE

NFIA=—5— #*A723 L]

v

BEFRYET—UTFFLR V=T AV TDRERI S, FzFRy
FIO—97RLREADLET,

BAYITRY IR AR, FERy bT—ODYT
FYRIRIVEANLET,

F—boxA RETAVIIN—T 2T TNy b %
BRETE-HDT— Iz 47 FL X,
FrEFAVE2—T7—R%EBIRL, UT
DVWThAHIDIEEZANLET,

FFLZR T—FITADIPFTRLREANLE

°

A8 —T71—X BERDA U A—T 1 —REERLE

¥

Mnull (BX3E)) BRI S & ZDIL—
TAVTIIRYFT BTy FIHES
nEY,

BEE W—T4 VT RERICBREZRELF
¥ 1 BERE) RIS, 10H5%
HLEVBEEICGYET, ALL—ME
BOFELEGRIC. BEEOBLAN
BREhFS,

Nem) Ra> V=T 4T EBMBEHELET. 304
ETCOIL—FT AT EEBMT B ENT
FES, REVEIUVITDHERER
BOEIEFICRBEENET,

S W FOyIaO )R~ CTHREDL—+%&
BRLEBEICTITATITRYES,
RENBOLRRERELES, REV%E
z;;7¢6&ﬂim§ﬁwﬁt&ﬂé

IALF Ray BREDEV L EBBI D ENTEE

o

4 W—T 42 TDEE
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N—T12557—=TIL

NIA—5— #7varv

B

BERLY FT—IFKLR

V=T 4 VT DREERA S, FEFRy
FI—OF7RFLADRRRENET,

BERY FTRY

SRR, FERy bT—IDYT
FYRRRIDNRRENET,

H—kHzA4F7RKLR

WAN BID Ry D=9~y F %8R
ETEHODT— 4T RLANEK
RENFET,

Active

ARG~ ERIZE, * ARRE A
*

°

AR —Tx—R

BEADAVEA—T 1 —ANKRTEINE

°

B L—F 1 I EROBEENERENE
rERg) g M—F A TERERIBLET. (Bl
751213, o LOBIKRT 5 IL—
FAUTEROEDS UK A ERR
LET.)
DHCP 4—/\—m SERME LI F 4L b5 — bz A (&, MR 254 &£ LTREENET, OL— MERESE -
Vi HRTHCLFTEEHA,
evb
R—232 300 BMICBRENET T4 FF— ko x (1, BEE 254 TRRESATOET, COL— HMERE
Vi ERLUEBA. RRShABEER, 250 TEEC 10 & LTRREAETOT, BULGEBEEEBRLTESL,
EVR BB, A—S32300mb. FIALRSF— kO (DHOP $—A—moBBEht-HOLUN) OBEER. 1 &

LTEHEhET,
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5 274 F794—)L /NAT DERE

5.1 HE

T7AT24+—IiE. W—ILEERB L. TDI—ILIZR Y FT B/ FOBBZEHT /EETIHETT, ABRKERT—
FIOWADARG D AVBRID7ATOr—ILBEEERBEHELTEY. WERIMSONT Y MET I FTIRTHEELET
(F7AT7 04—V EERHRE LEBAFENCHYET), T NATIEWAN BI~N@EF=4T7y bR LTSI V83 —T = —
R ENAT BAESIZREShTWLWET (Outbound 7HERIL—IL), KETIE., LITOMEEIZDWTHBALES,

7O A

RTFILAE—R
ELITTIER
NAT

NAT 7—)L
BALTI+
URL 7 1 LR —
DoS

UPnP

5.2 7 7 AFIHDETE

T ERAGET, AEZEEHET S WAN @A S LAN 8] (Inbound). LAN A5 WAN ] (Outbound) ~D +S5 74 v o EH
BMLET, FOERFBE TO7A4Fo04—IL/NATI = TPHOERHEHI R—CSTRELET,

5.2.1 FI+ILEDOIL—IL

FOEAYRMERET DA 02— x—AIZ(Zethd (WAN). pppoel (WAN). pppoel (WAN) AHY. FhFhOT7H €
AYRMIETFIHILEDIL—=ILBBREESIATVET, TI4HILFOBREABETROLEYTT, COL—ILHBRES
hTWWBZET, LAN D 5 WAN B~ = BIENTREICR Y FT,

H Inbound

Bl BEZL (FTRTHE)
pA1c) Outbound

Bk Eid

BEE 1

HEET FART

5E5E ITART

EETR—+ ITART

SR — bk FARC

Jokan ITART

5 2747 24—IL /NAT DEE
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=k Ei:3)

T4 FOIL—IDOBEEEZEEL=Y. #iI< Qutbound 7Y ERIL—ILZEBIMLTI=BE. 1 V82— y FADBEE
eV NTCELGLRBIILELBYFETOT, IL—ILZEMTIIEEITERICRELTLESLY,

5.2.2 =L DOER

L—NEERTBICIIUTOFIEEERTLES,

Q S 2 TI% ethO(WAN) 15 LT TED & 3 B —LTREET> 4D E LET,
S

_____ oSN EEE EEEE} e e R

LAN | AR260S V2

192.168.1.0/24

192.168.1.200
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1. A2Z2a—05 D747 94—)L/NATY => 7O X&) OIEIZY ) v LET,

22Tl BETHA2—Tz—RELT, TethO (WAN) | AEBIRENTWS I LR LET, £z, 77U ERHE (2
A% MBIRESNW TS EEZHELET,

3ST7UERYRMRE] DBNFTA—F—EREL B KE22EDVYYILET., CCTREUTOL—LERET S0
ELFET,

HE Inbound

BiE e

BEE 1

EIETT FRT

5E5k TRT

EIETAR— b+ TRT

FBRAR— R—rEE
R—+&S 80

Joran TCP

=F) 5]

5 T7 A7 74+—IL /NAT DERE 103



104

CentreCOM AR260S V2 ') 77 LY AR =a 7L

A WAN IS LANBIDRR FADT I £ RETHEICT H1=H(2, NAT DFRFEZETVET, NAT DEREHZEICDOLNTIE, TP.118
NAT DERE] ZSRL TS,

S EEELD IBRERE K222 Uy I LT, REERELES,
6. AHREHEEHLET, BEEOAEICOLNTIEL IP.16 Higd)) 28BLTIEEL,

1T LUETHREFETTY .

5.2.3 L—ILDOEE

LW—LVEZEETHITEUTOFIRERTLET,
LAZ2A—0D TI74F794+—)L /NATI > T7 7 £ RF# DIBIZZ Y v LET,

2. TInbound 7 ¥ £ X FI# 1) X b1 Ffzlk TOutbound 7V £ RFIEI X b1 T—TILhic, EETBIL—ILDSOHREVED
Jwy LTERLET,

SBNFGA—F—%EBLET,

ATER REVEIIVILETS,

S BEICISLTHOREEZTo-Hbe. BEELD IRERRF) K2 VEI VY I LTREERELET.
6 ARREBRBLET. BEBOAEICDONTIE IP.16 BiLE)) 28BL TS,

1T UETRERFTETTY,

5 2747 24—IL /NAT DE&5E
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5.2.4 JL—ILOOHIRE

=L ZBIRT BICIIUTOFIEEZRITLET,
1L AZa—ho 7747 24+—I)L/NATY] = T70 & DIEIZYYv I LET,

2.TInbound 7V £ A1) R k1 F1z(& TOutbound 7V £ RAFIE Y R k1 T—TIh 5, BIBRTIL—ILDSCHREVED
Jwo LTERLET,

3.THIER) KRB V&V VYU LET,
4 BEICELTHROREZT>He. BERELD IREREFI A2 &IV VI LTEREERELET,
5. AMRZEBEBLES. BEBFOAEICONTIZ IP.16 BiLE)) 2SRML TS,

6. UETEHERSTETTY .

5.2.5 IL—ILOFESR

=L EHERTBICIEUTOFIEEZRITLET,
1L AZa—D5 7747 94—IL/NATY = T7HERFEH DIBIZV Y v I LET,
2 N—IVEMHRT BA4 3 —T = —R% ethOWAN) . pppoe0 (WAN) . pppoel (WAN) A 58RLET,

3. EETE® lNNnbound 74 & X&) R k. TOutbound 72 £ R X b T—TIVICHEDIL—ILN—ERRTEINFET,

ATHRE—E] 2TEVY VI THIET. BERESNTVDZIRTOL—ILE—BETRRTDEBTEFEFT, T, TKY
RAH] - T4 28—Tx—R) 7 THEA] €BRLT @RI RE0&0 U905 E. —ERTHABTERYAL L6 TE
%Y,

5 7747 24—IL /NAT DERTE
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5.2.6 [79wAH#H] R—COREH

79 €XH# R—JIZOVWTREHELET. (77 EX§# R—PTRAVIOZEZEFS T4 v VICETEITIER
HEOBEEITL. 7747 94+—ILDIL—ILERELET,

5.2.6.1 79 tAREHEE

AZa—m (7747 94+—I)L/NAT) = T7 O ERG#HI QIEIZY Vv I H5EUTOEERNIRRENET,

NIA—5— #7varv ste

T U R FHAUF—T 2 —RLTT LR
EISNESHERELET. T4
kTIE TER TY,

ID JL—ILOID TY, JL—ILEERL TL
BIHEICIE, FIRLTWLWAIL—ILDID
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ARRENFTT, RBREICIFI D IR
RENFEEA,

A

L—IEBRTEHARAZRELET,
lnbound] DIFE. ZIELT=/ 7y kIC
xt L CTEF{EA T4+, Outbound] D15
&, EIET B/ bk L TEHli AT
hhEJ,

E

B/ E

=TIy F LIz Ty M2 T BT
9 avEBERLET., vy FLEAR
7o b EEET DHEEF BB, KWE
THEEE MHE] Z2:E8RLET,

BRE

L—ILOBEEEBRIRLET. HFHN
S BB ELEBEENESCHRYET, IL—
IHERERET H5HE. BRESBVIE
Iy MIZRYFUTENET,

B
oufi
d

IL—IEBRTHEETRYFT—ID
BEAEEERLET,

FRT

BEEXTOITATHOIAVE1—F—([T)L—
LEERYT HHRIERLES,

P7RFLZR

L—ILEERTSaE1—4—% 1P
FRLURATHEETSHEICRIRLET,

P7RLZR

BALTIZ TPF7RLR] #BRLIEBA
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ITSTAV RN YT EYY

IISTAV MRy MICETRET Ry VHERIT

o

Maximum IP Fragment Count

TITAVMATHEESNTLWOHEBZAD P
TSI A RNy FOBEICKRMLET.

TIT AV EH

5 2747 24—IL /NAT DE&5E

Maximum IP Fragment Count 7 & v & THREHT %
RRIST AV MHORBEEERELET, I
KEEIX, 45 ETY . RERRRGHEEIE, 1~ 512
BTd.
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Minimum IP Fragment Size TS AV YA XTEESNATWNE IS 4
VEHARXBEYNSNIP TSI AV RSy
FDBEICRHMLET,

IS5 AV 4K Minimum IP Fragment Size 7 & v 9 TRET 5 &%
INDST AR AXADRBEERELET. #
HIREE(E, 51284 b TY, REATREAZ AL,
64 ~ 1024 /X4 F TT,

FTIP74v % FIPOY Y FEHSATET72 Y VERNTT,

FTP Bounce UTF. WFhh D FTP /7 v b DIFEIZHREIL
3
CEREDZIELEELIERTSIPFRL R%E PORT
YUK THELE
-PORT AT Y KT, 1024 BUTOR—+ES%
BEL =

T2y I RHEBOEE Flood/Scan %7 2w U . BfF7 2 v Y. FIP 7
Byh, TST AU bRy b EBRRML R,
BZEO/NTy FERBIELINEET HNEE
RUET, FHREZ, TEBI TT.

RE/BENTYRTEYY Nry hOBREAPLEYSTELLREICELST
By UFERTY,
IRE/BENTY TRV IZHEENDET
2y OERIE, T7 8y VBRMEOEE] ORKE
ICERE <. BBy FEHESIET,

Teardrop/Teardrop2 FTTIZREBLEIST AV ATy MEICE
BTHE544 7y MENEESATLS
ICMP, UDP /X7y F DEEITRALET.

Bonk/Boink UDP DA A —ICEET D& T IV AV A
Tty MMEMNERESHA TS UDP /847y kD15
BITBEILET,

Jolt/Jolt2 65536 /N LI EICRESNFZICMP ZTO—1) F
SAHBNE, UDP /Ry FDBARIZHRAMLE
ED

IP Spoofing LT, WFhhDIP /7y FDISFEITRAML E

“AR260S V2 DAV A—T 1 —RIZREILTLY
HZVThHADIP 7 RLANEETLT KL RIC
HoTWBIP/Ary FERELT

*NAT E#ZELTFHLTLSIP 7R LRD
BETXTTRFLRIZES2TWRIP /ATy h%E21E
L=
CBELEAVE—T I —RUSNDA Y B —
TI—RDFXY LT—YICBTBHIPTRLAMN
BETITHTWA/ Y F£ZELBE

Ping of death 65536 /N b LLEIZERFE S NFz ICMP /34y b D
BRICEMLES,

LAND BEIPTRLRA/R—FBSLEEETIPFRL
R/ R— b BEHE—D TCP/SYN /847y k D15
BITRELES,

ER Rev BRENBOEEEZRELES,
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5.10.2.2 HEDHE

TREDHE] TIE. BEFRESA TS DoS i&H / HHDEERNBNRREINET,

NFA—5— A7 3

v

EL

T B VBB OBE

Flood/Scan &7 2w Y. Bfi7 A v Y. FIP 7
By, TIT ARy B EBREL I
ZLONTy FOER/ HEDREERTLE
ER

T EYIBRIEA Y 2 —N LB

[Flood 27 4 v V&A% S LU [Scan &7
Ay UBRHEH] CT7R2y IVRHETSESE
BORE (2) #XRRLET,

Flood/Scan 7 2 v ¥

HERESNTLS [Flood/Scan ZTF7 2w 7]
DEFEEZERTLET, (SYNFlood, ICMP
Flood, Flood %7 % v V7 1RA&1[EI%. TCP SYN
Scan, UDP Port Scan, Scan %7 % v 7 #4%1[E
#)

Bi#i7avy

REZRESNTWD MB742v 9] OFIER
#KR-RxLZEIF, (IP Option Check, ICMP, Smurf,
TCP Stealth Scan. UDP Flood)

TST AV NIRRT Y NTEYY

BAERESATWS [IFT AV MRTY T
A9 OFERERTLET ., (Maximum IP
Fragment Count, 7 5% »> k#{. Minimum IP
Fragment Size, 7545 *> b5 4 X)

FTIP72v Y

BEREINTWLNS FTIP74v Y] OEH
(FTP Bounce) #XrLFEJ,

TE/BENNTYRTEYY

BRAZRESINTWVDS [FREAMENRT Y T
Ay OREBRERRLET, (Teardrop/
Teardrop2, Bonk/Boink, Jolt/Jolt2, IP Spoofing.
Ping of death, LAND)
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5.11 UPnP %%

UPnP (==Y 55 PUF FLA) OREZEITS5E. PP HSA 7Y EALBEAICKR—FIVYEVTIL—ILD
B/ HRRATEBESICRYET, FOEH. WIPREDR— Y EVTIL—ILOBERBELY—ERATE, &
AICRET D LLBCBEMTRADELSICHRYET,

UPnP ZH/MICT BICE. H—ERADER / FEHI R—OTIZ7ATIA—ILEF/HICL. PP 2Fx v 0T HLE
BHYES,

@ BEAREEVWIP7HF T2 1 BDOHTT,

AR

5.11.1  UPnP OFEE

UPnP OREZITIHEEIE. LLTOFIRERTLET,

1LAZa— T774794+—)L /NAT] > TUPnP) DIBEIZZ Y v o LET,

285N A——%FREL BRI RE22EIU VI LET, CCTRUTORBTERETSH3DELET,

N Z—T 2 —R pppoe0

BALT I MK Ei:3)]
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S ULTHREIRETTY, BEINMTVWER— I YEVIIL—ILIE TR—FIyEVTIL—ILYR ] THERTEET,

5.11.2  TUPnP] R—S DS

TUPIP] R—TIZDWWTHRHLET, COR—TIE. PP OAEA VB —T 2 —R, R— IV EVTIL—ILDE A L
T rDREEITICEMNTEET,

511.21 2=n—Y)L T35 7V F TLLEE

AZa—M5 (774724 —IL/NAT] => TUPnP] DIBIZV Y v I $ 5 EUTOEARARTENES,

NIA—5— A7vav B L

NS B2—T T —X NBAVB—TI—RERELES., =
CTHRELEAV2—TT—RATREL
t=7y A UPHP IZ& > TR ST
R—rRYETIL—ILOREETY F

o

BALT M R—bTYEYTIL—IVIZBA LTI+
BREHRETINEShEBIRLET,

B/ ESH AMLIGE. BELLAALT IR
BN —ILICERESND &S ICHYE
To EMCLIZBEICIE, FALTIH
LBEWIL—ILERYET, UPnP ¥ 54
T RDBATRMIZAA LT D NEBREEE
ELBE., B2/ EMEFREELED
-;F_»fL\?") EFREIAMBRE L TRESINE

BALTI b+ BALTIREEEAMICLIZGE, 2
ALT7 I BEEERELET, HEATHE
1R EEE L 1 ~ 86400 TY, (BfL : 7))

&R ReY RENBOERERELET,
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5.11.2.2 IR—br=vEYFTIL—ILYR

TR—bIYESTIL—IL)R b T=TIIZIFUTORBENRREINET,

NFA——

e

Jokan

L= ERESNETOraLBRTEINET,

NEBIPF7FLR - R—+ES

L—ILABERENZEEIP 7R LR ER—FEFEENRRS
nEY,

RNEIP 7R LR - R—+BES

BREEDIPFRLRER—FBSHRRENET,

AR

BALT7 I NETOEFERENRTSINET, F31LT7 Y
BEAGZWMES, -1 ERTENFET,

R EREA

UPnP 95472 FAHIRERBAZ M T TWIEE. TOHRHA
ARTENFET, (RRKBXFETRTREINET.)

5 7747 24—IL /NAT DERTE

149



CentreCOM AR260S V2 ') 77 LY AR =a 7L

150 5 7747 24+—IL /NAT DERE



CentreCOM AR260S V2 ') 77 LY AR =27 )L

6 VPN D&% 5E

6.1 HE

VPN (Virtual Private Network) I&. kv F7—4RIIZVPN (Virtual Private Network) Z#EEL. /7y FZEEELLTE
FETVL. XY FIT—VBOBEDEX21) T —%2EIR FTRRTHHEETT . AEFZO PN (& IPsec C(IP Security) I=
HEWLTVET, IPsec &IE. IPICHESEPRAELEDEFLY T+ —iEEZAMT2—EOTO FILBTY, AURKTE
TVPN #8651 R—O T VPN #8BET 3 eMnTEET,

6.2 VPN DERE

WNTRy FO—VBEEKGTHEE. WS- o/ BTERET SESICERALET.

6.2.1 R —DERL

RYL—ZEHTBICEUTOFIEEERTLET,

% CITIE. FTEDESBFRY FT—VH#ETIL—2— ADR) O—2ERTEILDELET,
ek

,- VPN

DSL/CATVEF L : m DSL/CATVEF L
i 18-
9 v b
111 k/\/ 2222

N—&—A[— L—%—-B
(AR260S V2) (AR260S V2)

192.168.1.0/24 . 192.168.2.! 0/24

B @gé

1.Az=a—m5 TVPNI -> TVPN Heft) DIBEICZ Yy I LET,

6 VPN DE%E
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2.BINTA——%FZEL T8N REEIY VI LET, CCTRUTDESITRY O—2BRETHLDELET,

VPN R T — T

HRRTE / EHETE fHRRE
RS —2 ATOB
*—T7547 i3]
REF LIV E—T—R i3]
A—AteFxa7iN—7 1EE v S

Y RIT—O9FRLR 19216810

YITRYEIRY 255.255.255.0

YE—btEFa7INL—T fi 2] v SN

FYRT—=UTELR 19216820

HITRY TRy 255.255.255.0
O—AlLTy—bozA A8 —T7x—R pppoel
JE—rF—bozA B P7RLZR
P7RFLZR 2222
IKE 8252
IKE X|E—F A
BRTHAEHR atobkey
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B I7ATIA—NEBYLTWBIGEEIUTORENDETT,
ISAKMP D /847y E BNBEI SN AWK S IZEILT 7V ERDIL—ILEBMLET, (HIRET. UDP=500 (AT SN TLVET )
E—bEFATIN—THhoA—HLtEFXaT7 I IL—TROBENEHR SN K SIZInbound 7 VXD IIL—ILEBMLET,

A—ANEFaATIIN—ThS)E—rEF 27 IIL—TROBENER SN &K SIZ Outbound 7 7 EADL—)LEEML F
T (MHAIKEE T, Outbound 7 7 L RIETRTHASIATLET )

-Inbound/Outbound IZI&, LIFD &3 HHREZEITLVET, (Inbound/Outbound 7 7 £ ADIJL—ILDERKIZ DN TEMIE TP101 77 4
T4 —IL/NAT DEEFE] ZSRL TLLZEW,)

Outbound 7 2 ZADINV—NI

E Bid

# 247 YTy b

il
di

Y RIT—UFERFLR 19216810

YITRYEIRY 255.255.255.0

5L 547 $I Ry b

FYRT—=UTELR 19216820

HIRY TR 255.255.255.0
Inbound 7 7€ ADN—NI
EhiE Eid
EET 247 v SRS
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R2YET=OTFFLZR 192.168.2.0

BTy ETRY 255.255.255.0

55 247 YTHRy bk

Y RIT—O9FRFLR 19216810

YITRYEIRY 255.255.255.0

4 L ETHREFIETTT., WWNH—EXEFHCTEAXICDOVNTIE TP. 18 #EEDHIME / BMEDFRTEI #SBL T2
(A

6.2.2 RU—DEE

RYS—Z2EETBICHUTOFIEEZETLET,
1. A=a—m5 TVPN) -> TVPN ##k) DIBEICY Y vy LET,
2.THA FETIERIL—IV] T—TILOBEARI) O—ERMIIHDIOFRIVEI VI LETS,
JLENSA—LE—FERLET,
ATEE] REVEDVYYILET,

5 UETHERTETTY,

6.2.3 R —DHIR

R O—%HIBRTRICEUTOFIEEZRITLET,
1. A=Za—mi5 TYPN) > TVPN #2851 DIEICO )y LET,
2.TH4 BTV ERAIL—I] T—ITLDZEN—LVESRIZHESSFREE#0 )y I LET,

S ULETHERETTY,

6.2.4 R —DHER

1. AZa—mi TVPN] > TVPN #5851 DIEIZYV Uy o LET,

2194 FET7HIERIL—IL] T—TNLIZRY O—HN—EBERRTIIFET,
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6.2.5 TVPN fi5t] R— S DfEs

TVPN 8] R—PIZDOVLWTHRBLET,

6.2.5.1 VPN ¥E#EERE

AZa—mi5 VPN > TVPN 1 DIEICO U v I B EUTOEENARTENET,

NIA—5—

A7vav

FHMERE / BB

MARETIE, THMERE) AEREh
THEY. IRTOREEENRTENE
¥, MBHRE] EFRT HE. VPN R
EICHBELGREROFZFEEEZTHART
ENFET, MHTOAHICIE, HHKE
EERLTHOREEITICEERTT
HLET,

VPN iR O — & ZE / IRk T 535
B, AR DARTENFET, FHREM
DBEIE THRERI ERTEhFT,

PR

IPsec REERANT2EMEANLET,
ARFRELGXFHIE, 1~ 15 XFTT,
—ERELER)S—REERTEEE
ho L., EEHARELBEIL, —E.
HIBRL THOSBEREL TSI,

6 VPN DE%E
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B/ EH

BELZIPsec R O—EHMIZT S
N BT EHNEERLET, MEK
BBlX, TH%h T, RUS—&EHIC
LHA. EXa 77 L—TIc%T5
Outbound /34w b [&, IPsec MIB% T4
. ZOFEFEDRT YL TRy LT—4
ITEHEINET,

F—7SA

IPsec 1\ FERERETEHAV 32—

7 T —RAHMERATFEELRKE (il : PPPoE
DAY L 1-154 . Ethernet ¥ —JJL
AU S N=15E) IThof-bE, K8l
FAMERF T 5 ISAKMP SA/IPsec SA %8
ETEINESIhERELET . HHICH
FT 5 &, ISAKMP SA/IPsec SA % {R1F

LT ET, MEIREL, TEH T
AERBIMFESNBZWANRIIP FRL R
?*%@%éli%%:?éﬂx%b% YE

DFE v hE&E

IPsec 7Ok aIT&>THTILLIE
N7y EDONMENIP Ny & —(ZftHET 5
DF bit lEZREL FT . MEPRKREIE,
(9071 TY, BIETHEIKEZMEYH
TRIBEMDH S 1=, HALIHEE LIS
T9)7) ZE8RT B ELEHRELET,

aE—

IPsec ALIE% 1T 5 R1{EI/ 84+ + @ DF bit
EZaE—LES,

tvh

WMEMICDFbitEEY FLET,

997

EEM(IZDFbitE YY) TLET,

HEAKE~NDEZEZZETOINE SN E
RELET. MPREL, TE TS,
F—TT7IATEAMLIBE, T
kL OBIRNFTHETYT

A

*—TT7S54TTCHERTSIA L
%#.IDPDJ & TIN—FE—F ] D&
RLET,

DPD ZEi{f s €5 1=0IZIX. TRkt
L. SA#ETH DPD #HMICT
PRENHY FT,

N—rE—HFIE. N—FE—+F—T7
SATHEEZE >TLD ARIL—E—0D
HEERERBETSENTEFET,
N—brE—FDIRTA—4—[L, EEM
f@: 20 #, kBE% : SEMNBEERES
hTWES,

DPD /X5 A —%H—

FE511 < TOPD) EHELHEE. L
TONRSGA—E—FRELFES,

ZE{EFERE

TSR M D D IPsec BIEAL . MD
STEREZS M S DPD /34y F AEEL 4
LMREEAS C OBERAFZ IH#E < & DPD 12 &
HEERRE 4VET, MEKEX, 30
WY, RETEEIEFEEIL 5 b~
3600 ¥ (1 BffE) TY,

KB E %

EEMREATL. AEAREBHLIEENF
SNGEWVKEAZ ORI &, T
DFRFEICEEL - SAZHIBRLET. 9



CentreCOM AR260S V2 ') 77 LY AR =27 )L

HKREIE, 3 EITY, RE AR EEEE
[E1~64ETY,

REF XLV E—T—R

ME%h) (CLzGE. O—hiLtE+xa7
TL—=T VE—brEXF2T7ITL—TH
—HT B/ Y b HV IPsec MIEBDXR &
BYFERF, B ISLEEE. KREL
VRILAVE—T T —RREITIL—TF 4>
JENTzT Yy R h IPsec WEBDOXR &
TYET, MERKEE TEH T,

FEFRILADE—D 2 —REBHIC
L. L—TA4VIBREERETSHL
T. IPsec BIENDTTRILMNARETT, =
DEE, X—TT7S54T LOHANBE
TY, &z, RELURILADH—

TJI—REFEATRHEE, £XaTY

L—TI2E TERT) NRESIFET,

A1V 3—T1—X

IPsec LIBTCHERAT BBV RILALY
A=D1 —REERLES, [FRER
Tl #Hf=zIRBr U RLA 22—

TJr1—REERLET. RK10EFET
ERT B EDFRETT, RELURIL
AV B—T T —REFMIZLIZIGE.

MW—F 4291 BETIPsec ZHAT
LBEEICHLTREN Y RILID 22—

TI1—REREETDIL—FERET D
BENHYFET, I, IPsec SA HiFE
SLTWWENE, BREFCRILID2—
T —RATOIL—EDBEHIZES G
=&, FIHILEL—FIZH-T, X
DFEFAVF—y MEHSNBARE
HAHYET, ChERETHH. K
BrORLAEA—T 2 —RARAITDIL—
FDFRFEICIMA., null (BEE) L—+%F
gﬁﬁfﬂibrﬁ<:téﬁﬁmbi

BIZIE, 72z—X2IDDY E— LA,
192.168.10.0/24 DIFEIZ(E. TFEER Y
FD—4- 7KL RIZ192.168.100, 3E5E
YT Ry kT RYIC 255.255.255.0, 1>
24— 1 —XI[Ztunneld, BEEIZT1] &
BELFET., TLT, MEERY FD—
27 KL RIZ192.168.100, 3EkHy T
MR YIZ 255.255.2550, f >R —
Zz—XRI[Tnull, BEEIZ10] EHEWLT
HELET.

A—AlLtExa7yL—7

IPsec LG HO—HILRY RT—H
EHRELET,

Outbound (AEGZASEESHDB) /<
Fybkl, ZEXTIP7RLANO—5H
LEFa2T7IL—TIZ—HL. BEIP
FELARNYE—bEF2T75L—TIC
—HT5EA. BELELENFES,
Inbound (RBETRIEINT) Ty
FE. FETIP7ZRLANYE—+E
FaTFTNL—TIT—HL. BEIP7F
LAMNA—ALteFa75L—TI2—
T35, BEEINz/Ty FDHEIC
BElEShET,

BE. AUZO ANy bT—0 %
AALET, BEHZEICE. ULTOZER
EAHY. TNThNSA—F—5RE
ELET,

HER NAT ZEAT 15813, NAT L8
EFTS5RIDTRLRAEAALES,

FRT

A—ALRY FT—UDFTRLRET 1
LE—%KIZEDEEA, UE—+tE
FaT7IN—TH—BIThIE ITD
INTY b % IPsec B L ET,
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P7FLZR

A=Ay bT—VIHFETHHRA L
1 ENERIETE/ Ty FIHLTOH
IPsec Z @AY HIHEITERLES. &

NIZZABALLBVWRI S EH IS/
Ty bik, RESEO LAN Ry b —

JICEHINTLTE, IPsec NEBESZ

ITFEEA,

P7FLZX

IPsec WEBRE LT EHHRIALDIP 7KL
RERBLET,

$ITFRy b

O—AlLRy FT—5 LIZERET EHR
DRA + % IPsec AR ET DIHEEITIEE
LEF, Ay RT—Y9FFLREYT
Y MIRVICKYERELET,

FYLT—=U9FFLZA

A—ALRYET—IDRY bT—97F
FLREZAALET, RARF7FLRED
X0 THEHFIIELZY FE A,

HIRY TR

LERYFI—OFRLRIZHRIET B
TRy CIRIEANLET, TRVE
. TRORICEHRTESETHRINE
TYFEEA,

JE—btEFXa7INL—T

IPsec IR EHLBYE—FRY bT—Y
HBELET.

AT

JE—PDITRTHaAYE1—4—IK
Yo—%EATHEEIERLET.,

P7RLR

RYL—%BRAT S E1—F—% P
;FbXﬁ]éﬁE?é%étEﬂbi

P7RELZR

JE—rEF2TIIL—TOEHIZIP
FRLREBRLEBEICOARTSH
F9, RUP—%2#EATS a2 E21—
A—DIPT7RLREANLET,

$ITRy b

RUL—2@RATHIAVEL—2—%Y
Txy b THEETSHRICERLET.

rYybrIT—=U9FRELR

YJE—hrEFaT7IIL—T0EEIC TH
THyb] 2BRLEBRICOARTS
nEJ, KU —%2BATEHIL—T0
FYMIT—OFRLRZEAALET,

IRy bTRY

YJE—rtEFa7IIL—TOEEIC TH
THy bl ZBRLEBRICOARTS
hES, KUS—2BATEHIL—TD
YIRY IRV EAALETS,

A—ALT—+rox A

IPsec /N7y FDEREEFTI A5 —
T —REERLES, A7y bL—

TAVTDER, XTI N—TIZE&
L9 5/ y bA, BRESFzAV 42—
Tz —REBIBT BHIHEC IPsec LEH
ThhEd, L—T12JI2&oTH

TYRNEBEDZAA—T I —ADDLH
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NEINBIHEEE. Psec REMRTHONE
HA,

YE—pS—bzA

Psec BIEZIT O WAMBERELF T,

EEDOIP 7 F L REF OB S HER
241, ISAKMP 23T —Y 3>
EEBLET. COBE. RERN, 4
ZVI—A—Ei o> TISAKMP XT3
I—2avERBTEILEIHYFELE

o

P7FLZR

JE—FSF—FY9TA(TIPFRLR%E
BIRL-BEICHABBOP 7RL R
ERELFEFT., —RRMICHAEED
WANBIIP PRLREBYET,

P7FLZR

YE—RGF—kY T A OEEIC P
LRI £BRLEBECOHETEINE
F. UE—rS—FHIAOPFEL
REAALET,

&S NAT

RFC2709 TEZ SN 1= NAT Z{EFAAAE
ISTBNESINERELET, DHKE
&, ME) T, COREEFNIT
BT LT, IPsec R ELBINTY &
NAT ALIE#% (2 IPsec MLIES % Z & ZATHE
IZLEY,
COHRFEEEMLIBE, 1> 4—
T —RICTNATHEESh TV EL
TH. IPsec HE LB/ Y L NAT
WEBEZTERA.

NESNAT 2RET S-HICE. KREE
ISR T, 77470+ —ILEE TG
T 5 NAT SEEZITHOVLENHY ET,
Fiz. —HEBIICRER NAT 247554,
IPsec 7z —X2ID%, A—Ah)LtFxa
FTIN—TFEFELEBEICTIHELND
5=, FTENI7z—X20—A)LID
ERETILENHYETS.

Jz—X2ID

WA NAT ZEAT 258, %275
IN—T DREE & RIS MR <xt L
TEEINE/N 7Y FORBICTFED
HELFET., Tz RELORILAY
A—TJ 1 —REFEALEBE. s
It LEETHEEEDRY FT—V1F
MEMMEBDORY b T —VERERTE
LiEFhiERY FHA, ChoDHEEIC
WER, 71 —X2ISAKMP 23 L T —
LavIZRETSHDERELES.
Jx—X2DDICIXIP7RLRE, Ff-
[FH T3y FEOAHIPERTETHY .
YROEE#SIPFPRLRERET
DRENHYET,

a—AhiL

Jz—X20—A)LDEZRELES.

E—b

Jz—X2E—+FDZEHZRELET.

NAT b S/8—H)L

NAT b SNA—HIILEFERTEINE S0 %E
BIRLFET, MEIREEL T8 TF,
COHEEEEMTH LT, NATEE
ZEHT B IPsec BIEMNFREICHY F
o Flz. AMICLIZZAETE NATE
BERHELENSHBE. NAT k58—
HILEAVERERKITVEEA,
CORTEEEDLIIGE. NATEEZ
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BHY D Psec BIEAMTALCHRY F

o

IPsec D1 7 L—LHARYES CEDTEIRRI L—LY A X, UTFOVWTAIDOEHEDRE, 32F0/31 F&
(# : ping -s 64000 192.168.1.1)

BYEY,

B85 - BEEONT Y FERE
CIFATIOA—II—IEBEAVE—TT—RDONTY b TAT—TFT 42T
“NATRTEA VB2 —D 2 —RDNTY b I+ T—=F 424

A}
\
T

RELORLAVE—T—REFHICL.

T
\
T
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TJx—X 1D ZEELHEVGEEITERL
FY, RERI #BRLFHE. T
E—r5—boxA] THEELEIPT
KLZAAZz—X1DIZFERAENES,
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FTHEEIERLET,
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YEREA, ANTHELGXFHRIT, 1~ 32
XFTY,

JE—KID

Jz—X 133> IT— 3 UBITHRAE
BISRETZT7—X1D ELTRIT
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O NKEXBE—F] TI7ILvLT)
FRIRLEBRIZOARTINET, #
FHEOO—HIL D DHREE—HLT
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Jx—X 1D #HEELHEWMEGEISERL
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E—hFF—bDxA] TEELEZIPT
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7 x—X 11D % FQDN(Fully Qualified
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E3 8
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THHEEIERLET,
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6.2.6 4 FET7 AL
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6.3 VPN F3 271 vY DEER
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6.3.2  T#EEHERHRI X—CDM\E

TEEHER1 R—2TE. VPN IEKICBET 28EHERESBTEET,

6.3.2.1 SA - IKE SA
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O—#A)JL D IKE SABEIIEEDO—AJL ID ARFTESh

JE—FID IKE SA LB D) E— bk ID ARTREh
F9,
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o
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6.3.2.4 EXHEHHR
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Acquires IPsec EY 2 —/)LM S ISAKMP £ 21—
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NIA—5— #7varv

B

ISAKMP & 21K #fizt1ER
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T {8k

1.1

FI4I FEERE

AHEGEDOT I FREFIUTOEBY T,
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MSS 52T BEEH
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BEHEA I ay F—TF7547
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TWAN1 / TWANJ /DHCP

AL FTO—FXv R MERE B
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ALy +TO—FXv X iR ED
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TWANy / TS 133 DNS B5E .

ERTHA3—T—R RERTE

BEHEE 2082
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TARP 4

BELL

T774794—0/NAT1 / TR

Inbound 7 ¥ £ X BEGL GEME

Outbound 7 7 £ X FTRTEB

T774724—=/NAT1 /TRRL 7 1 b5 — )

TIAILEIL—IL RE
R—rHES1 80
R—+EE2 BEHZL
URL 7 4 LA —L—ILDEXTE BRELZL
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ATFILRAE—FR E:3)]

RILTT U REIHERE LAN (eth1)

WAN (ethO, pppoe0, pppoel)

EREML

UDP500 i&if

T7747 24— /NAT. / TPRISVRDNEREI / TRALT I MRE,

DefaultTcp 300 #, DefaultUdp 60 §.

Defaultlcmp 60 #, TcpRest 5 ', DefaultDNS 20 #

T72747 24— /NAT / TP KIS R NEETEL / TDoS.

Flood/Scan %7 2 v U

SYN Flood, ICMP Flood, TCP SYN Scan,
UDP Port Scan (§XTHZ)

Flood/Scan %7 2 v 7 #&H1[EI1%k 256 [@]
Scan 7 2 v U HRENEE 64 [@
T2y DREA L 2 —NLER 15

B#i7avy

IP Option Check, ICMP, Smurf, TCP Stealth
Scan, UDP Flood (3 RTHE®)

TSTAV R Y NTEYY

Maximum IP Fragment Count, Minimum IP

Fragment Size (3 XTHZ)

AL/ -t 45 @
TS AV MY A4X 512 /34 b
FTP7 42wy FTP Bounce A3
T By BB DOEE Bid
FEAMBERTY TRV Y Teardrop/Teardrop2, Bonk/Boink, Jolt/
Jolt2, IP Spoofing, Ping of death, LAND (3§
_RTHM
T774724—J)v /NAT1 / TUPNP,
NERAVB2—T T —X RERTE
BA LTI FEERE 5
TVPNJ / TVPN #&#5%.
BRELL

ad,/ToRF L0852,

Oy iEE

IP: J@%0, DHCP : J@%1. PPP : @%1. VPN : &%l

ETH : BH0. NAT : 8. 274724 —)L : @5,

TYy  BE, YATLEHM, TTVT—Tar @A

AyH—n"—IP 7KL X EH (REE)

EETIPTRLR BHELER
TYZFLER, / THY—EROER / B,
T7AT 24— Eop

TIWTT IR, 7Y ARG, NAT | DoS : A%
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URL 7 1 LA — : &%
PR i)
Pv6 7Y v B
PPPoE J'1) w ¥ : £E%)
VPN a9
SA DIATIFEL : |X
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DHCP A
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Yty b XAy FIZTLDHEE %
TYZAFLER) / THREER/ NAT7—-F)
BREERISATUH FH (RKE)

BEE/NAT—K
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ATLAS— 3y
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1.2 NAT [CDINVT

NAT (Network Address Translation) &i&. A—AhL Ry FI—H RAOITHEATEITSARXR—FIP7FLRESO—N
JVIP7 FLRAZWREIZERL. T34 R—FIPFFLRZFERTZ0—HILRY FIT—VRADISATY DAY
A=Y MZF7OERTEDZLSICTHHMATY, AERTEREA T4 v NI, 4 F =99 NAT, ENAT, 4 >4 —
Jx—RENAT 2ERATEET,

1.2.1 AT 499 NAT

AT 499 NAT TlE, FS5A4R—FIPFFRLRZSO—NLIP7ZFRLRIZTI R TREMIZIYEVS LET, EH
EHRERMNICEELZVRBY T Y EVTREENICTODAET, 2FY. 1 BDISAFUFDTSAR—LIPFFRL
R LT, BICRACLS/O—NILIPZFFLABI Y ELSTENET, YA—NILIPPRLRAETSAR—FIP7FL
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3 3 R
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1.2.2 FALF v NAT

HFA4F2 VI N TlE, F53A4R—FIPFFLRZESA—NILIPFFLRICT R 1 TEBMICTYEYS LET, BIMIC
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PVTIP=7354 "= ~P7 RLZ
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1.2.4 A58 —7 —RXENAT
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7.3 FSTNSa—TF44

CCTR. AERFEADO LS TILORRMEH L. ZOMEHEICOVTHALET,

7.3.1 LED ICBES 2 +5 TN

LED IZB89 % FS TILICDWLWTEHBALES,

7.3.1.1 EFEZA vICL T4 POWER LED AR 4T L 4Ly

LTORRZHRBLTLESL,
LAMREBROATETE—2FERALTVWEIA?EBR7HA T4 —IREOLOE THEACEEL,
2N T7HETE—DHATSTRBABRICEBALERINTOET A ?ERSATOVEVWEERSMHEShEEA.

SATFTHTE—DA TSV RERIAVELY MIEFBALELAENTVEIN ?ERSATORD BRI SNERA,

7.3.1.2 UTP 47— %8R L TH WAN LED AS AT L7 0

LUTOSEEREERELTIES,

TUTPP S —TLEFENTAKREGOWAN R— b, ETLDR— MISBALERINTLETMA?ERIATOENEY VIHN
FEL LA WAN LED ARATLE R A
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SAHUBDEREAVICLTETAICEKLTHAS 0 MLULEZBLTVET N ? XERDEFCIT 0 FEANYET,
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LUTOSEEREZEELTIESL,
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1.3.2 A3 —32Y rADT I ERIZETH ST
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1.3.21 A28 —RY M7V EATELGL
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1LABRBIZHLTPingav Y FERTLEGEIC, ELIBENHYFIN?HENLBNES, FERKLOBEASTETVE
Hh,
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Y—NR—0 IP7 FLRBIZHO TONS F—hLEESNTVREENHY £, FMICOLTIE, TZHOTOa
F—lzBHHnEbECEEL,

ANAT FELSKBREEINTVETN? TSAR— bRy FD—I MBSV E—Fy MITIERTBICIE. TSAR—FIPT

FLRESO—/NILIP7 RLRIZNATERT BRENDETT, TIHIFEETE. A V3 —Tz—XENAT BERESAT
WEJ,

71.3.2.2 Web R—TERFTTEHLY

UTOEREERBL TS,
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2.DNS H—/N\—[Z LTPinga<v Y FERTLIEBAIZ, ELKRENHY F TN 2RENGNGE. NS H—/—LDEEN
TETWLWEEA,

7.3.3 GU

REICETEIFSTNL

GUI BREICEET 5 FS TILICOWLWTHRALET,

1.3.3.1 YA UIRRD—FEEL:

UTOREEHERL TS,
LTI+ EDNRRT—FEEBLTVWETHA?EEL TOLRLMEEIXA—Y—B Tmanager]l, /SXT— K [Ifriend)] TS A

VTCEFET, TIAHNLNMDA—HF—RBENRRT—RTAITAVTERWMGEE TP.4T Uty FRA Y FITLZ0H1E] &=
TLTLEZY, PHENARETLEOBET 74 FOI—H—RENRRD—RTOIA Y LET,

M)y FRAA v FICE ML) BEEZREDLTVLIES. Yty PRSIy FE2ERALEMBERTIEEA.

evk
MHEOFIRERTT L. BEOREABETRTHEShETOTHOM LHTERCEEL,
R

7.3.3.2 HEEEARTIALL

LUTOSEREZEELTIESL,

1. Z#EAD Web 759+ —I% Internet Explorer 6 £7-x 7 TIMN? AEZTHR— k32 Web 759 H—I[& Internet
Explorer 6 £#=1& 7 TY,

2.Web TS5 94— TOFXF S —RBENT VIZHESTOWERAN?ARUEORTFEEET7 IV ERATEIEEIE. TOXFL—REEA
TIZLTLEEELY,

3. Web 75 94— JavaScript NEMICHE>TOWERAN ? AR GROBRTEEEERTT IZI1% JavaSeript #HMICL TS
(AN

T f$8%
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AARBREIAVEL—F—DY TRy FYRIDBERESTOWERAN?AUBOREETCT I ERTH581F, FAEGKEaY
Eai—42—RFRLRxY FT—VICBRTI2RENHYET.

T {48 181
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1.4

BT Ayvt—C—&

AEGAHNTEOT AV E—DD—ETY, TFRAvtE—Y (TF—LARJL, MSGNO. MESSAGE) &EmkZE. EYa—IL
(MOD) BIISRLET,

LUTO—BIZF, RYR—FORABLEFATLET,

DS HADRESECOVTIE P41 OFORE #BBLTLES,
7.4.1 Jot+ZXE=4— (PMON)
MOD : PMON

O MiEE: VAT LA

I5—L~AJL MSGNO

MESSAGE

Bk

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

INFO

701

702

703

704

705

706

707

708

709

710

"

009

WARNING 007

WARNING 008

ERROR
ERROR

ERROR

ERROR
ERROR
ERROR

ERROR

182

001
002

003

004
005
006

010

T f$8%

System ready

Module found : [%s]

Undefined module : [%s]

Module enabled : [%s]

Module disabled : [%s]

Unknown Module : [%s]

Module ID fixed [%s] with %d

Checking restart module [%s] : Inital restart %s
Checking module status : [%s]

Module ID not found for [%s]

Module monitor failed for [%s]

Start monitoring [%s]

[%s] terminated unexpectedly. Restarting

[%s] restarted
Memory allocation failed for %s
Initialization failed : %s

Abandoned [%s]

Restart failed [%s] for %s
Config DIR not found at %s
Config file not found at %s

No config file at %s

TOERX E=4—0OUHEBENETLEL
1=

EDa-ILNAETOER E-4—(2BHKLE
L=,

RREEIN-ED1—-ILEEREERETY,

EDa—DEHMEShIzfz, BEERFRIC
mzFEL

EDa-UNESLShI0H, ERHARM
SRS LEL,

REEDES 21— ILIZHT BHRENROMNY
FL 1=

EVa-ILIDARELELT,
EVA-IIOEREHEEEZANTOHET,
EVI-ILOREERARTVET,
EVa2—LIDERETEEEA,
ED2-LOBERFECKBLEL,
EVA-ILOBBRMERRLEL.
EVA-LNERERELELR, BRELE

EVA-LOBRBETVELE,
AE—DHERICKBLEL,
EHTEELATLL,

EVA-LEBRBITEGN > 2-HE Y B
LEY,

EDa-ILOBBBICKKRLEL,
BRETALIR)—MRROMYFEEA,
BEI7ALNRONMY FHA,

BHLESELERET7AANRDONY E
Tho
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1.4.2 723922 TF7ANIYRT L (FFS)

MOD : FFS
Ay DEH: SXTL

IF—LAJb MSGNO MESSAGE

B

DEBUG 701 [%s] read of %d bytes

DEBUG 702 [%s] wrote of %d bytes

DEBUG 703 [%s] looked up

DEBUG 704 Device looked up

DEBUG 705 Control interface ready : %d

DEBUG 706 File system ready

DEBUG 707 Operation requested : %2d

DEBUG 708 Operation failed : %2d

DEBUG 709 Operation completed : %d

DEBUG 710 File Operation started : %d

DEBUG 711 Sending Progress : %s

DEBUG 712 Progress information failed with %s
DEBUG 713 File list open requested

DEBUG 714 File [%s] open requested in read mode
DEBUG 715 File [%s] open requested in write mode
DEBUG 716 Read requested

DEBUG 717 Write requested

DEBUG 718 Close requested

DEBUG 719 File [%s] delete requested

DEBUG 720 File attributes look up requested
DEBUG 721 Device attributes look up requested
DEBUG 722 File system check requested mode : %d
DEBUG 723 Raw copy requested : %s / %s

DEBUG 724 File system check phase—%d

DEBUG 725 File write completed

DEBUG 726 Incomplete file closed with error
DEBUG 727 Block %d marked as garbage

DEBUG 728 Compare file checksum 0x%X with 0x%X
DEBUG 729 Wrote : Block %d / Size %d / Offset %Ld
DEBUG 730 Read : Block %d / Size %d / Offset %Ld
DEBUG 731 EOF reached

7 ALDLHRARAABITOREL I,
T7ANLITR L TEEFRAANTONREL
T7ALEENSRBENEL,

TN RAEEABBEhELT.

F7AN SRTLERET S5 —Tz—
ADEFMIENEL =,

T7AN D RTLOBEERNPBENEL .

T7A4I VRTLANDREEREZFFTE
LT

T7AIVBREERNKBLEL =,
T7ANEENTETLEL
T7AIRENRIBShEL,
EBEREZEELTVET,
HEBIEROREICRBRLELT =,
T7AL—ERERESNELT,

GHAHLE—FTI7AIL A—TUNERS
nhELT,

EEFAHE—RTI7AIN A—TUNERS
hELT,

T7AIVDHEAHLBNERESAEL T,
T7ANDEESAANERINELT,
T74I yA—XMHBEREIhFELT,
T7AIVBIBRNERShEL,
T7ALVEEOSENRERENELT,
TINA RADIRESBAERSNELT=,
T7AIN ATLOF Y INERESIEL

Zo

RAW JE—hMERSNFEL 1=,

T74AIN PRTLADF vV EBRBI LIC
ToTLEYS,

T7ANADEERHFNTETLELT,
BELE-77M4LLAEALONELE,

H—AR—C Jnv o EERLELE, &ICH
REhFEY,

T7ANDFy I LELBELETS,
T7ANNDESAHETVELT,
T7ALDLDHEAELETNEL,
T7ANERRETHARAAE LT,

T {185
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DEBUG 732
DEBUG 733
DEBUG 734
DEBUG 735
DEBUG 736
DEBUG 737
INFO 011
INFO 012
INFO 013
INFO 014
INFO 015
NOTICE 010

WARNING 006

WARNING 007

WARNING 008

WARNING 009

ERROR 001
ERROR 002
ERROR 003
ERROR 004
ERROR 005

7.4.3 04 (L0G)

Block %d erase

Operating %d block

File found : [%s]

File system busy

Garbage block #%d

Raw erase requested : %s
[%s] opened in %s mode
[%s] closed

[%s] deleted

File system check started

File system check completed

Error corrected in phase—%d on block #%d
File system full (Device full)
File system full (Entry full)

Inconsistency found in phase=%d on block #%d

Corrupt file : [%s]
Memory allocation failed for %s
Initialization failed : %s

Read failed : [%s]

Write failed : [%s]

Block erase failed : %d

H—R—2 Jov I &HEEL, BRLET,

T—AEHRAEETHIOVIERELEL
Tz

T7A4I VRTLEIZD7AILEFERLEL
Tz

T74I S RTLIZH L CRIBFICERHRDER
NThhEL T,

REEDH—R— JOvIsnEO>MYZFEL
b=

RAW T/34 ZHENBERENEL =,
TTAMBF—ToEhEL],
T7ANNIE—RENFELT,

7 ALBHEIBREhEL,

T7A4I SRATLOFzy VMM INEL
f=o

T7AIN RTLDFYINETLEL
T=o

T7AN YATFLDIS—%EHELELE,
T7AIN SRTLOEEFENEY FHA.
ERTEZ T 7MILBDLEREBZFEL =,

T7AI SRTLICEBEARELGEIS—4H%R
LFELE.

WELEI7ALDHYES,
AEY—DHERIZKBLELT,
BEITEFEFLATL,

T7AIHDHEEL TS0, SHRAHTE
FHATLT,

T7AINDEERAHICEBRLEL,
JoyBERICKBLELE,

MOD : LOG

Oy DEE: VRATL

I5—LAJL MSGNO

MESSAGE

=K

DEBUG 001
DEBUG 002
INFO 003
ERROR 004
ERROR 005

184 T {8k

Logging started
Logging reconfigured
Logging buffer cleared

Failed to open old log device

Kernel logging buffer is full

05 #eenEs L £ L1,
OJMEEDHESRENMThhEL T,
OynNyI77—%9Y7LELT

BREBOTTNRAROA—TUIZRBLEL
f=o

A—xB TNy 7 7—BEM o E A
YFELE, §XTOA—RILOTLESH
BET. h—RILAT~DRFEEHHLE
E
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7.4.4  ARP (ARP)
MOD : ARP
05 OEE : IP

IZ—LAJ MSGNO

MESSAGE

B

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

INFO

INFO

INFO

INFO

INFO

INFO

INFO

NOTICE

NOTICE

WARNING

WARNING

WARNING

WARNING

WARNING

ERR

ERR

ERR

ERR

700

701

702

703

704

705

706

707

015

018

020

021

022

023

016

017

011

012

013

014

004

001

002

003

005

%s: ARP request for %r transmitted
%s: Start to retransmit ARP request for %r
%s: Send ARP reply (IP: %r MAC: %s) to %r

%s: Queued packet transmitted

%s: ARP %s received (send IP: % MAG: %s target IP: %r MAC: %s)

%s: Start making ARP entry for %r

%s: ARP %s ignored (send IP: %r MAC: %s target IP: %r MAC: %s)

%s: 0.0.0.0 included in %s of received ARP packet

%s: Transmit packet dropped (%s)
%s: ARP entry completed (IP: %r MAC: %s)

%s: ARP entry aged out (IP: %r MAC: %s)

%s: Static ARP entry registered (IP: %s MAC: %s)

ARP entry %s deleted

%s: ARP entry (IP: % MAC: %s) updated from %s

ARP request /N7y R EEELF LT,
ARP request /Ay FEBRELET .
ARP reply /37y F EEELEL T,

Fa—ArTShTW =Ty RARESHh
FL 1=

ARP N7y FEZIELELT,
ARP Tu kY —DERERIELEL -,
ARP /N7y FEERLFEL T,

RIEAIP 7KL X (0.0.00) A5 ARP ANy
A—I2&FENTLELT,

BEIENRTY FABEIhEL,
ARP TU k) —DEHMNETLEL .

ARP T k) —HFHDETICK YHIBRSh
FL 1=

ABTF 49 ARP I R —AEFIhE
L=,

ARP TV kY —Ma1—H—DEEIZK - THI
BREhFELE,

ARP TV hy—WEHFINFELL,

%s: Expiry time reached but remained (IP: %r) (referred from other module)

%s: ARP request retry for %r exceeds limit

Queued Transmit packet purged (%s)

%s: Failed overwrite static ARP (IP: % MAC: %s)

%s: Failed overwrite ARP entry (wrong I/F) (IP: %r MAC: %s I/F: %s)

%s: %r Hardware address length changed to %d from %d

%s: Hardware address of %r length mismatch %d I/F: %d

%s: Failed to create ARP entry (%s) (IP: %r)
Memory allocation failed
%s: Buffer length %s

Incorrect protocol address type %04x received

%s: Internal error: ARP %s corruption

ARP T k) —DHRAET LEL A,
DED21—IDELSEINTLS-DHIBRL
FE A

ARP request /37y kB E AV RERR L
FL 1=

BENTY PRI ATHESIEL,

ABTA4 Y ARP IR —DEEE(ZK
BLFEL
ZELEAVE—T 1 —ANBEITIEEM D
Fz=HARP TV F—% LEELFEEAT
L=,

N—FYzF77RLRAOESNEREINFEL

Zo

N=FIzF7T7FLAORENA 25—
TI—RADHDE—HLFEFA,

ARP TV kY —DIERITREBLELT=,
AE)—DHERIZKEBLEL .
RTY RNy IT7—DRENVFETT,

ZENTYFOTARALTELREZA TN
FETY,

ARP /X7y F MAIETY,

T {185
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ERR 007 %s: Bad sender address (broadcast) received from %r
ERR 008 %s: Duplicated IP %r from %s

ERR 009 Delete ARP failed (data corruption)

ERR 010 %s: Failed to create ARP entry (%s) (IP: %r MAC: %s)

7.4.5 Ethernet (ETH)

ZEARP Ny FDEETN—FIZTT
FLRIZEB>E=7RLA(TB—FKH¥r R+
YBMEREIATHET,
BEHLE-IP7ZRLANBEEREL,

T—ANENRNTWEEH ARP IV L) —D
HIBRICKERL FE L 1=,

ARP TU k) —DERICKRERLEL =,

MOD : ETH
045 0% - ETH

IF—LAJb MSGNO MESSAGE

B

INFO 005 %s: Statistics counter initialized
NOTICE 001 %s: Link UP
NOTICE 002 %s: Link DOWN

1.4.6 PPPoE (PPPOE)

A2 8—T7 1 —ADEEBRAV 2 2—H%])
#leshELE,

AVE—T—RDYINRTyTLEL
f=

AVE—TI—RDYVIMNET IV LEL
f=o

MOD : PPPOE
045 Mg - PPP

IF—LAJb MSGNO MESSAGE

=K

DEBUG 002 pppoe_ioctl: %s in %s

DEBUG 003 Conflicting PPPoE state: %s in %s

DEBUG 005 Restart PPPoE interface. I/F is %s

DEBUG 006 %s: PPPoE start is stopped because interface status is DOWN
DEBUG 007 %s: PPPoE enable commad is not executed

DEBUG 008 %s: PPP bind profile command is not executed

DEBUG 009 %s: Specified PPP profile %s is not found

DEBUG 010 %s: %s address is not assigned

DEBUG 011 %s: Failed to set %s

DEBUG 012 Configured mru (%d) is larger than PPPoE interface mtu (%d)
DEBUG 411 %s: Failed to access PPPoE interface

DEBUG 413 %s: Failed to send packet. Interface is DOWN

T f$8%

pppoe_ioctl AT KMWFEELEL =,

PADI 34159 5 H8. PPPoE IREEFBEMNFE
LFEL,

PPPoE 1 V3 —J = —RADHEHHNFEEL F
L=,

AVBA—=T T —ANT D RED=OH.
PPPoE DEENZFILELET,

PPPOE enable 17> RAE{TEh T EHE
Ao

PPP bind profile A< KARTIATLEE
Ao

EE SN = PPP profile NEDOMY EH A,

IPv4 7RELRFERIZIPE 7L ANEY Y
ToONTWFERA,

PPPoE fE3RMDEFTE KRB L EL 1=,

PPPoE />4 —7 T —A MTU £# % = MRU
ENFRESNTVET, MRUZA V2 —
JI—AMIUIZEELET,

PPPoE f VB —TJ 1 —REA—TU TEEHE
ATLT

A2 B —T T —RXMN DOWNREED =8, %5
TEFEHA,
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DEBUG

DEBUG

INFO

INFO

INFO

INFO

NOTICE

NOTICE

NOTICE

WARNING

WARNING

WARNING

WARNING

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

7.4.7  PPP (PPP)

414

415

001

004

100

407

200

201

202

300

301

302

409

400

401

402

403

404

405

406

408

410

412

%s: Failed to send packet. Error (=%d) occurred

Failed to send PADT (session—id: %d)

Received %s: oldState: %s newState: %s in %s

%s: oldState: %s newState: %s

%s: Retransmission %s: retry count is %d

Received PADO, but could not find request for it

%s: PPPoE interface is UP

%s: PPPoE interface is DOWN

%s: PPPoE interface is DOWN immediately

%s: Go back to PADI Retry %d of PADR was exceeded

REEIS—ARELIfO, FIETEFEE
Ao

PADT DEfEICRBLFEL =,

{5 L1z PPPoE /34y  DF&RI & REEZE L
ERFLET,

1t L 1= PPPoE MIREEERTL T,

PPPoE #l#l/84 v F DBRENRELEL

1=

PADO /87y b Z2ITEY FEL1=hY, ZET
5 PPPOEA YRRV AERDITHIEMNT
EFHATLz. Ny M EBELET,

PPPoE A v A —J z—AMUPIZHYEL

Zo

PPPoE 4/ >4 —27 T —AXM DOWN [Z# Y &
L=,

PPPoE f 8 —J 1 —REWRFIMIZE IV &
#ELT

PADR M MAX BRI ZE B A 1=7=6. PPPoE
vyl a3l PADIZEENGHEBEIAET,

%s: PPPoE reconnection and PPP idle—timer are enabled. Reconnecting PPPoE

%s: IPV6 interface mtu (%d) is smaller than IPV6 minimum mtu %d

Received unknown session 0x%x PPPoE, sending PADT

%s: Received unknown host unique tag

PPPoE packet too short: %d

Failed to get PPPoE header

Unknown version/type packet: 0x%x

Invalid packet length (data available = %d, packet size = %d)

%s: PPPoE tag parse error

%s: Tag Ox%x length Ox%x is too long

PPPoE BEIF &L PPP 7 A K ILA AT —
DEANEMTT A, PPPoE [(FBEEHRINE
£

IPv6 £ > B —7 T —Z MTU A&/ MTU 5 oA
XEYHLNSWMETT,

Z{EL 1= PPPoE T—4 /8w M ZH%T S
PPPoE £y avhH U FHATL, RiE
L 7= PPPoE /87y h ZHZEL . PADT % %18
LFET,

—39 % Host unique BNFEL EFE A,

ZIELI-PPPoE /Ny FDRESNETEE
T TV NEBELET,

PPPoE A YA —FMY KT EMNTEFERA
Tltze Ny FEHELET,

REALBIN—23 2 /84T D PPPoE /1347y
FTY, Ty bEBELET,

F7y FRUEDEH PPPoE /84w I (2
BRESNTVET, Ty FEBRELFET,

TAG 7 1 —JL K AS7FFE L %2 L) PPPOE /X7
FTY. Ty P EBRELET,

TAG 24 71289 % TAG 7 4 —)LK KM —
BLEEA, N7y N EBELET,

PPPoE data packet is dropped because it is too short packet: %d bytes

%s: PPPoE Session terminated. %s max retransmission exceeded

%s: Failed to send packet. No lower—layer interface is bound

PPPoE F—#4 /847y b BNETEET, /7y
FEBELET,

PPPoE /X7y  DBZERBREMMNET LI-f=H.
PPPoE v a v DiEiEPILELET,

PPPoE A > 8 —2J z—AMN, T/ 72—
Tz —RITLLKYFIFLRATLEWN S, /N~
Ty bkEEETEERA,

MOD : PPP

T {185
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045 0% - PPP

I5—L~AJL MSGNO

MESSAGE

Bk

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

INFO

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

WARNING

WARNING

WARNING

001

002

003

004

005

006

007

008

012

013

014

100

200

201

202

203

204

205

206

207

300

301

302

T f$8%

Create PPP interface %s
Destroy PPP interface %s

Output %s: prot=%s type=%s id=0x%x len=%d

Input %s: prot=%s state=%s type=%s id=0x%x len=%d
Event: prot=Y%s %s (state=%s) in %s

Event: prot=%s %s (state=%s) rst_counter=%d in %s
State: prot=%s oldState=%s newState=%s in %s

%s

%s: Send Conf-ACK for received %s Conf-REQ

%s: Send IPV6CP %s (suggest IF ID: %s)

Input %s: prot=%s type=%s id=0x%x len=%d

%s: %s authentication success

%s: At least one NCP is not opened

%s: Changed interface mtu %lu to %lu

%s: Loopback mode detected. Magic number (0x%Ix) is the same

%s: Send Conf-NAK for received %s Conf-REQ

%s: Received %s, unknown Ox%x packet type

2]

%s: PAP request is sent. Remaining retry counter is %d

%s: Idle timeout (%d seconds) expired

%s: Max_failure (%d) of %s Conf-REQ exceeded. Send Conf-REJ

7]

%s: %s is UP

%s: %s is DOWN

2]

%s: CHAP Response is sent. Remaining retry counter is %d

%s: Received %s, but either username or password was not set

PPP AV A —TJ z—REHERKLET,
PPP A A4—J =z —R%HIBRLET,
FToRTy b PPPTy MERERTLE

ZELEPPP /Ty MERERTLET.
PPP A Ry MREZRTLET,

PPP ARy FREZRRLET,
ZEILLT-PPP DREERRLET.
§1§Lf: PPP B/ y F DRBERTL

o

Z{E L 1= Conf-REQ [Zxt L T. Conf-ACK %
EELET.

Z{EL 7= Conf-REQ 12X L T, RIEY S A

A—7 = —RHRIFEEL IPV6CP (S
hFEY,

SZ{EL 1= PPP AL/ N7y FORBEERRL

°

REARMLEL,

z
&

1 DLLE® NCP H¥ OPEN 4REE & 42> TLVA LY
fz6. LCP 2L £,

AVE—TJz—ZAmubERINFL,

LCP magic number ME L ThHot=1=6. IL—
TRy VE—FZERELELf, LCP ZEAL
F¥7,

{5 L 1= Conf-REQ IZxt L T, Conf-NAK %
EELET,

THERAA T ava4TE#ZELEL
PAP L ZRU REZIELIEA T8, PAP
Request #HXEL £ T,

PPP idle timeout BREIAE T LE L=, LCP %
BL#ET,

245 L 1= Conf-REQ MK LKA ZEEZ 1=
f=&. Conf-REJ ZHEELET,

LCP FEfzl&. IPCP EfzI&. IPV6CP DLVFh
MOV UP (S Y FE LT,

LCP F =&, IPCP F1=I&. IPV6CP DLVTHh
MHADOWN [ZH Y EL =,

CHAP Success FE7=z[& Failure #Z{EL1aM >
f=t=8. CHAP Response ZHiEL £,

ATy b EZELELEA, A—H—F
FEFRRT—FHRREENTOERA,

%s: Failed to send PAP request because either user or password was not set

%s: Failed to send CHAP CHALLENGE because username was not set

A—H—ZFFNRT—RABEEATY
BWNzH, PAP YV IR EEETEEE
Ao

A—HF—ZMRESN T8, CHAP
FrLUTEREETEEEA,
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WARNING

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

303

400

401

402

403

404

405

406

407

408

409

410

411

412

413

414

415

416

417

418

419

420

421

422

423

%s:

%s:

%s:

%s:

%s:

%s:

%s:

%s:

%s:

%s:

%

7}

%s:

%

7}

%s:

%s:

%s:

%s:

%s:

%s:

%s:

%s:

%s:

%s:

%s:

%s:

Failed to send chap response because password was not set

PPP packet too small (%d bytes)

Upper-layer input queue exceeded (%d)

Failed to send data with unknown address family %d

Failed to create PPP output data buffer

PPP %s output queue exceeded (%d)

: Received %s, invalid %s length %d

Received %s, illegal %s in state %s

Received %s, received id=0x%x and id=0x%x mismatches

Received LCP Echo Request in closed state

: Received LCP Echo Request with invalid length (%d bytes)

Received LCP Echo Reply with mismatched id

: Received LCP Echo Reply with invalid (%d bytes)

Received %s with unknown code type. Send Code—REJ for Ox%x

Failed to create PPP control packet data buffer for %s

Authentication failed %d times. Stop retrying

%s authentication failed. %s

%s authentication failed (%s, %s), send %s

PAP Request failed. Retry exceeded its limit

LCP keepalive timeout

prot=%s, illegal %s event in state %s

%s closed. Max_failure (%d) of Conf-REQ exceeded

IRRT—FEHMERESNA TS, CHAP
LARUREZEETEEE Ao

ZEL=PPP /Ry FRAETEET, /N
TybEBRELET,

PPP LEIL A ¥V —DBRRZEF1—L IR
EBAIz=H, Ty FEWELET,

HEIET—F2OPPP 70Ok O LERARET
T Ny b EBHELET,

BET—ANvI7—2HRETEEEA,

PPP #E¥a—L I REBZIzH. /N
TYMERELES,

ZIEL-PPP BTy DL VT RARMN
RETY, BITERTLET,

ZIEL 1= PPP &/~ v b X, PPPIREEIC
FELTWET, BIEERTLES,

ZIEL 1= PPP B/ v b (&, Identifier EBA%
—HBLFERA. BNERTLET,

LCP Echo-Request /8w hZZ{ELFELT=
M. LCP (L closed IREETY ., MM ERTLE

o

LCP Echo-Request /8w hZZ{ELELT=
W Ty LU RENRETY, Bz
BTLES,

LCP Echo-Reply /87y k #Z2{5 L F L 1=hY,
Identifier M XYY FTT, BTERTL

°

LCP Echo—Reply /87y k& &{5 L E L f=h3,
Ry BT RAENFETY, BFERT
LFET,

Unknown PPP code 2 4 & Z{EL1=1=.
Code-REJECT #iRIEL £7,

PPP EIE/NXT Y DT —R/\y T 7 —% R
TEEHEA,

PEEICKRER L=, VU VBBRRSERT
LFEY,

AR LELR, BEREAMGDT I3
VRELERBYET,

REEA KL f=1=8 . failure message & iRIE
LET,

PAP Request DEXEEMNFHT L=f=6.
PAP SREEEHRTLEY,

LCP keepalive # 4 L7 b WFEELFEL =,
LCP ZFAL %9,

WMAEDRKETIIRELLBZWFELIZ PPP A
RNUMDEELEL,

Z{E L 1= Conf-REQ DR ALK EMEHEZ 1=
f=&. IPCP or IPV6CP Z# T L &7,

IPCP closed because candidate IP address for unnumbered I/F was not found

%s closed.Max_failure (%d) of received Conf-NAK exceeded

IPV6CP closed. IPV6-IFIDs (local and peer) were zero

PCP ZFIL £, unnumbered I/F [ZiEY] % IP
TFRLRAERBTEELFATL

2{5 L 1= Conf-NAK DR KKK A% Z 1=
f=8. IPCP or IPV6CP Z# TL £,

IPV6CP ZFAL £9 . HEL\D IPV6-IFID DIE
MNoTY,
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IPV6CP ZFAL %9, Z{EL f= Conf-REJ [T

CHAP Response DB EE#MHET L1,

ERR 424 %s: IPV6CP closed. Received Conf-REJ with IPV6-IFID
IPV6-IFID HNEFEL ET,
ERR 425 %s: CHAP Response failed. Retry exceeded its limit
CHAP R TLFET,
1.4.8 IP (IP)
MOD : IP
A O : IP

I5—L~AJb MSGNO

MESSAGE

ot

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

INFO

INFO

INFO

INFO

INFO

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

700

701

702

703

704

705

706

707

708

709

710

003

004

006

007

022

001

009

010

018

019

021

T f$8%

%s: IP packet discarded (%s) (%r —> %r)

2

s: IP packet discarded (%s) (%r —> %r)

2

s: IP packet discarded (%s) (%r —> %r)

%s: IP packet discarded (%s) (%s: %d/OPT: %02X) (%r —> %r)

2

s: IP packet discarded (%s) (OPT: %02X) (%r —> %r)

2

s: IP packet discarded (%s) (OPT: %02X) (%r —> %r)

%s: IP packet with timestamp option discarded (%s) (%s: %d) (%r —> %r)

=2

s: IP packet with timestamp option discarded (%s) (%r —=> %r)

Ny MEHWESNFEL

ZELEATYY D IP 7R L XIZHEEAR
2hYELT,

Ny MIEEEShEL,

IPAYE—FT L 3 U MBEhIZ/T Y kA
EIhFELT,

V—RI—T 4 VTIRESINT/T Y A
EFZhFELL

La—KLL—brFToavtEznsyy bn
WEINFELT,

BALREZTAT O avdED 40y kA
WEShFEL

BALRAYTFTavftED/ 4y bH
WEShFEL,

%s: IP packet with timestamp option discarded (lack of space) (FLAG: %d/PTR: %d/LEN: %d) (%r —> %r)

%s: IP packet discarded (%s) (%r —> %r)
IP packet discarded (%s) (%r —> %r)

%s: Received IP header error (%s)

2

s: Received IP header error (%s: %d)

2

s: Bad IP checksum packet found by %s (%r —> %r)

2

s: Received IP header error (%s HDR: %d TOTAL: %d)

2

s: IP packet discarded (%s) (%r —> %r)

%s: IP address not found at received I/F

2

s: Payload length mismatch (PKT: %d BUF: %d)

%s: Fragment packet size wrong (LEN: %d)

%s: Fragment packet discarded (%s) (%r —> %r)

%s: Fragment packet discarded (%s: %d) (%r —> %r)

2

s: IP packet discarded (%s) (%r —> %r)

EERITUTZHFELEED., 84LREAVT
FT asEDNTy FHABEShFEL
b=

N7y bEHEShELR,

Ny MEESNFEL,

ZELEATY LD P Ay S —(CRELSR
MY FELT

ZELEATY LD P Ay Z—(CENR
MY FELT=

ZIEL 1=/ b D IP checksum D{EMNTIE
<Y,

ZELEATY RO P Ay T —ICHENR
MY FELT=,

Ny bIEHESNFELT-,.

FELEAVE—TI—XTIP7RLAN
BOoMYFHATLE,

N7y hREANYH —D Payload RAT—E
<9,

TS AV RINTY DY A XNRETT,

IS AV MEEht=Ry FABRESIE
LT

TG AV MeEntzRTy FHBBEShE
LT

Ny MIEHESNFELT-,
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NOTICE 023 IP packet discarded (%s) (%r —> %r)

NOTICE 025 %s: Fragment packet discarded (%s) (%r —> %r)

NOTICE 026 %s: Packet in fragment queue discarded (%s) (%r —> %r)
NOTICE 030 IP option header insert failed (%s: %d) (%r —> %r)

ERR 002 %s: Memory allocation failed for IP header (%s)

ERR 008 %s: Memory allocation failed for multicast IP dest (%r —> %r)
ERR 011 %s: IP packet discarded (%s) (or —> %r)

ERR 024 %s: Packet discarded (%s: %u) (%r —> %r)

ERR 027 IP packet discarded (%s) (%r —> %r)

ERR 031 IP option header insert failed (%s) (%r => %r)

7.4.9 L—F 1 2% (NETW)

Ty MEWEShELT,

IS AV MEESh Ty FHBBEShE
LT

IS AV RFa—dhDN\Try FHBFEESH
FL 1

PAToavAyF—DFAICKBLEL

Zo

PAYSE—~DAEYEIYLBTIZRBLEL
Tz

PAYSE—DAEYEIY HTIZRBLEL
Tz

N7y bEHEShELR,
Ty bEWBESRFEL T,
N7y MEHWESAELT-,

PAT avAyd—DBAIZKBRLEL
b=

MOD : NETM
Oy O : IP

IF—LAJb MSGNO MESSAGE

B

DEBUG 900 Resolve error occurred (id:%u code:%d)

DEBUG 901 Resolve result (id:%u) is (%r)

DEBUG 902 Resolve result (id:%u) is (%s)

DEBUG 903 Query insterted into pending queue (%s)

DEBUG 904 Failed to get buffer size of tapping interface
DEBUG 905 Failed to create tapping read buffer (size:%d)
DEBUG 906 Failed to read tapping buffer (return code:%d errno:%d)
DEBUG 907 Failed to send %s packet

DEBUG 908 Failed to open tapping socket (return code:%d)
DEBUG 909 Send network information (client: %s / type: %s)
DEBUG 910 Receive network information (client: %s / type: %s)
DEBUG 911 Failed to coonect SNMP-agent: %d

DEBUG 912 Coonect SNMP-agent

INFO 001 %s: Administrative status UP

INFO 002 %s: Administrative status DOWN

INFO 003 %s: Re—initialized

ARIDBRISEVTISI—MNFEELELT,
ARTHBREINELT,
ARMSRREINELT,

Query HY Pending Queue [CAY FE L 7=,

Tapping 1 > Z3—T T —AD/I\Y T 7—H A
ZOBBIZRBLELT,

Tapping ZIE/\NY 77 —42HRTEE A

Tapping ZIEN\Y I 7 —h L DFEAHLIZK
BLELR.

PPPoE PADI & 4 L\, DHCP Discover /%
79 b DEEICKRELELT,

Tapping Y7y b DERICKRBLFEL =,
Iy b I—OERERED 2 —ILICEELE

Zo

FYLIT—ORBREED 2L ORELE
L7,

SNMP T—J Y MICHEHCEFERHATL .
SNMP T—U Y bAEREMIBLET,

AV A= T —RIMERATREICEREShEL
Tz

AV =D T —RIPMERFAREICHRESNE
LT

A—H—IZk2>TAVE2—T =AM Y
rEhEL

T {185
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INFO 005  %s: Administrative status DOWN DHOP U 547V b AREShzA > 84—
T —RAMEATTREICEESNEL,
INFO 007 Resolve reply received(id:%u) DNS UV ILIN—TUTS514%RELELT,
INFO 008 Qyery transmit(id:%u Name server: %r) DNS )Y JL/S—T Query #1X{ELEL 1=,
INFO 011 No answer replay: %s f—A"j’—/{—b‘E’@%ﬁ{%Bﬂiﬁ/v'@L
NOTICE 010 Unsupported response received (id:%u type:%d class:%d) DNS U YV ILIA—THR—F L TLWRWEEZE
ZELELL,
WARNING 004 %s: Interface name information setup failed ;f VA= —REDERBEEICEBLEL
WARNING 006 Name server error(id:%u err%s) DNS YV ILN—TIS—MEELELE,
WARNING 009 Qyery transmit error(id:%u err:%d) gi&%{fﬂ%(: DNS )YV JLIN—TIS—HH

1.410 74 F724+—)L (FLT)

MOD : FLT

OUDEE: 74T I4—IL

I5—LAJb MSGNO MESSAGE =k

DEBUG 008 BLOCKED: %s %s %r:%u —> %r:%u on %s RHFATAILF—IL—ILE—BLI=F=. /X
TYNEWELELT,

DEBUG 009 BLOCKED: %s %s %R[%u] —> %R[%u] on %s TR T AL A—)L—)LE—BL ==, /N
Ty NEBRELELT,

DEBUG 010 BLOCKED: %s %s %r:%u —> %r:%u on %s (no match rule) —HT DT AILE—IIL—ILDBFEELE
O RNy b EBRELEL.

DEBUG o011 BLOCKED: %s %s %R[%u] => %R[%u] on %s (no match rule) —BIT BT AILE—IL—IAFELEN:
O RNy EBRELEL

DEBUG 701 Found FTP command: %s FTPALG OX&IaAVYV R EHRELEL =,

DEBUG 702 Found TFTP opcode: %d TFTP ALG DR EARL—> 3 va—F%&H
RLFEL

DEBUG 703 Created cache: proto=%s in=%r%u %s out=%r:%u on %s FyylasfEREShEL

DEBUG 704 Created cache: proto=%s in=%R[%u] %s out=%R[%u] on %s FrylahfEREINEL

DEBUG 705 Deleted cache: proto=%s in=%r:%u %s out=%r:%u on %s FrylahlilgEhEzL=,

DEBUG 706 Deleted cache: proto=%s in=%R[%u] %s out=%R[%u] on %s FyrylahBlRInEL

DEBUG 707 Created pending cache: proto=Y%s in=%r:%u %s out=%r:%u on %s REBXvyatMEREshEL,

DEBUG 708 Created pending cache: proto=Y%s in=%R[%u] %s out=%R[%u] on %s BEEXv v arMEREhELE,

DEBUG 709 Deleted pending cache: proto=%s in=%r:%u %s out=%r:%u on %s BEXv v asHiBREShELT,

DEBUG 710 Deleted pending cache: proto=%s in=%R[%u] %s out=%R[%u] on %s REBEX vy ahlllrEshEL,

DEBUG 711 Changed to normal cache: proto=Y%s in=%r:%u %s out=%r%u on %s BEXvy Y Al ERBX Yy RS
nEL,

DEBUG 712 Changed to normal cache: proto=Y%s in=%R[%u] %s out=%R[%u] on %s REEBE X v v aAERBIXT Yy 1IZTERS
hELT,

DEBUG 713 Failed to insert in dynamic cache list (in): %s %s %r%u —> %r%uon%s A AFIvOXx vy 1aZAoP 4K YR+

ISEBMTEFFATLI
DEBUG 714 Failed to insert in dynamic cache list (in): %s %s %R[%u] —> %R[%u] on %s

FAFSvoF vy eI AR YR
[CBMTEERATLL,

192 T {8k
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DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

INFO

INFO

NOTICE

NOTICE

NOTICE

715

716

i

718

719

720

721

722

723

724

725

726

727

728

729

730

731

732

733

734

735

736

737

046

047

007

012

013

Failed to insert in dynamic cache list (out): %s %s %r:%u —> %r%uon %s ¥ A F I v O X ¥y 1279 AKY R
MZEMTEFEHATLT:,

Failed to insert in dynamic cache list (out): %s %s %R[%u] —> %R[%u] on %s
BAFIVIF YV a2E2T7IOFARYR
~ZEMTEFEFHATLT,

Failed to insert in dynamic cache list: %s %s %r:%u —> %r:%u on %s BAFI v X v vaE)RAMNTEBMTE
FHATLT

Failed to insert in dynamic cache list: %s %s %R[%u] => %R[%ul on%s H A FIvoFyvIaZx ) AMEBMTE
FHATLT

Failed to insert in static cache list (in): %s %s %r:%u —> %r:%u on %s RATAVIFvyoarzAVYAF )R+
ISEBMTEFFATLI

Failed to insert in static cache list (in): %s %s %R[%u] => %R[%ul on %s R AT A v I F ¥ vaE A YA KRk
ISEBMTEFFATLI

Failed to insert in static cache list (out): %s %s %r%u —> %r%uon% RXATAYIF¥Y vy a&T7TIOFARIUR
MZEMTEFEHATLT:,

Failed to insert in static cache list (out): %s %s %R[%u] —> %R[%u] on %s
AETAVIF YY1 ETIOMFARYR
MZEMTEFEFHEATLT,

Failed to insert in static cache list: %s %s %r:%u —> %r:%u on %s RBATFAV Xy amE)RANTEBMTE
FHATLT .

Failed to insert in static cache list: %s %s %R[%u] => %R[%u] on %s AT 49 DF vy yaE) AMEBMTE
FHATLT .

Loosened connection: proto=%s in=%r:%u %s out=%r:%u (flag="%#x seq=%u ack=%u len=%u ackskew=%d) on %s

BTLI=Fry abt—HBHLEL,

Loosened connection: proto=%s in=%R[%u] %s out=%R[%u] (flag=Y%#x seq=%u ack=%u len=%u ackskew=%d) on %s
BTLIEzFXrYy abt—HBHLFEL,

Source idled out of PAWS: proto=Y%s in=%r:%u %s out=%r%u on %s EETD PAWS B2 A LTI LELT,
Source idled out of PAWS: proto=Y%s in=%R[%u] %s out=%R[%u] on %s 3X{EITMD PAWS WA A L7 9L ELT,
Destination idled out of PAWS: proto=%s in=%r:%u %s out=%r%u on %s 3EFEMD PAWS MR A LF7 M LELT,

Destination idled out of PAWS: proto=%s in=%R[%u] %s out=%R[%u] on %s

FESED PAWS BAE A L7 LFELT,
Failed to normalize on first packet (%u) RO/ b TEREERIZKBLEL,
PASSED: Failed to create static cache: proto=%s in=%r:%u %s out=%r:%u on %s

RATAV XY v 1aDBHFITERLEL

fzhh. Ny b dEREL F LT,

PASSED: Failed to create static cache: proto=%s in=%R[%u] %s out=%R[%u] on %s
AETF A9 IF vy 10BFICKKRLEL
=S, 7y bEERELEL T,

Filter module was enabled T4ILE—FEDa—LAEMRYEL,

Filter module was disabled TANE—FED2—ILHIESICHEY EFL

Failed to insert in pending cache list: %s %s %r:%u —> %r:%u on %s REX vy 1% YRMNIEBMTEELEAT
Lt

Failed to insert in pending cache list: %s %s %R[%u] > %R[%u] on %s RBFr v a1 % AN EMTEEFEAT
Lt
PASSED: %s %s %r:%u —> %r:%u on %s A4 A—L—ILE—BLFELT,

PASSED: %s %s %R[%u] —> %R[%u] on %s HAI T4 —L—ILE—BLELT,

Failed to add tag AT DEMIZEKELEL .

BLOCKED: Invalid interface: %s ZELEAVEI—TI—IXBT4ILE—RR
DAV A= z—RTlHEW=H, Ty b
EWHELEL

BLOCKED: Checksum error: %s %s %r:%u —> %r:%u on %s Fry Y LDRELLLGEW SO, Tyt %E
WELELT,

T {185
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NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

014

015

016

017

018

019

020

021

022

023

024

025

026

027

028

029

030

031

032

033

034

T f$8%

BLOCKED:

BLOCKED:

BLOCKED

BLOCKED:

BLOCKED:

BLOCKED:

BLOCKED:

BLOCKED:

BLOCKED:

BLOCKED

BLOCKED:

BLOCKED

BLOCKED:

BLOCKED:

BLOCKED

BLOCKED:

BLOCKED:

BLOCKED:

BLOCKED:

BLOCKED:

BLOCKED:

UDP destination port was zero: %s %s %r:%u —> %r:%u on %s
Z{EL 1= UDP /X7y b DFEEAR— FFESAH0
THA=H, N7y FEHWELFELT,

UDP packet length too big: %s %s %r:%u —> %r:%u on %s UDP ANy & —M/\7ry f EREED /7y +
REBATW 2O, "7y b EHWELFEL
f=o

: UDP packet length too small: %s %s %r:%u —> %r%u on % UDP /X4y FERM 8 /N4 FERETH D=6,

Ty FEWELELT,

Found IP option IP option ZF>TWV\5/3 Y FTHB 1=,
Ny PEBELEL

Header length too small ANy S —ENBESKREISEL TLVRLE
O Ny b EBRELEL
Header length information too small ANy S —RIERNADERERICEL TULEN

=, N7y bERELELR,

IP header length information was bigger than IP packet length: %s %s %r —> %r on %s
PAYHE—DANy T —RIFHMN. P Ay T —
DINTY R REBATVWSEH. Ryt %
BELFEL,

lllegal fragment packet with DF-bit set: %s %s %r —> %r on %s
TS AV PELE Y FHARESATNS D
STAVRITy FEBBELIEH. Ty
FEBRELFL,

Fragment packet was not multiple of 8 bytes: %s %s %r —> %r on %s
8N MR THEEINTNEWNWI ST Ay
FoXry hEBRELEEO. N7y FEERE
LELE,

: Total of the fragment packet length was too big: %s %s %r —> %r on %s

ISTAV AT RY R ENRTY FRDAE
hY 65535 /N R ERBZ Tz, N7y b EB
ELFEL

Fragment packet was already completed: %s %s %r —> %r on %s
FTIZETLEIST AV Ry b EZE
Lizt=. "7y b EWELELT,

: Failed to reassemble fragment packet: %s %s %r —> %r on %s

I3 ANy FOBBRICKEL 1=
O, NTry b EBELELL,

TG AV My EREFRL—ILIT—HL
fzfz. "7y b EHWELFEL T,

Fragment deny rule: %s %s %r —> %r on %s

N7y bOANYE—ZRGTERMN 2112
O, NTry b EBELELL,

Failed to get header of %s: %s %r —> %r on %s

: IPv6 header length too big: %s %R —> %R on %s IPv6 /34w k RA 65535 /NA FEBZ =T

O, RTybEBRELELL,

IPv6 payload length was not zero: %s %R —> %R on %s S URRAO—RKA T avhEGHTHS
IC3EHLT . IPeAYT—DRIO—FE
MO TIEEWE=O, Ty FEBRELEL
T=o

Jumbo payload length too small: %s %R —> %R on %s SRR O—FEMN 65535 /81 FLLTFT
HH=H. Ny b EBELEL.

IPv6 packet length was incorrect: %s %R —> %R on %s NTy FENEBONRTY FREERL->TULY
5=, Ny P EBHELEL

IPv6 fragment packet length was zero: %s %R —> %R on %s 759 AV by FTHYENRS, /oy
FRESYURRAO—FRL 0THD 1=
O Ny FEBRELEL.

SYN and RST flag were set: %s %s %r%u —> %r%u on % SYN 754 & RST 7545 A&IZHMA TCP
Ty R THEIH, Ty FEBELEL

SYN and ACK and RST flag was not set: %s %s %r:%u —> %r:%u on %s

SYN. ACK. RST 7 3 U WHIZEM/T v
FTHBD, Ty R ERELEL .
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NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

035

036

037

038

039

040

041

042

043

044

045

048

050

051

052

053

054

BLOCKED: ACK flag was not set, and FIN, PUSH or URG flag was set: %s %s %r:%u —> %r:%u on %s
ACK 75 TMNEMTHBICEADDLT,
FIN, PUSH, URG ODL\ThhD T 5T HEZ
BTy b THD=H, Ny P EBHELE
L=,

BLOCKED: Data offset value was less than 20 bytes: %s %s %r:%u —> %r:%u on %s
T—A4 Tty FDEH 20 /184 FRFETH
=6, Ny b EBRELELT,

BLOCKED: TCP TIMESTAMP option was overlapping: %s %s %r:%u —> %r:%u on %s
TIMESTAMP A 7L 3 VA BB L THRESL
TWa®, Ny hEWHELELT,

BLOCKED: lllegal TCP TIMESTAMP option: %s %s %r:%u —> %r:%u on %s
TIEZ TIMESTAMP 7> 3 v ##&H L1=fz
O, RTyEBELELL,

BLOCKED: lllegal TCP TIMESTAMP option (no RFC 1323): %s %s %r:%u —> %r:%u on %s
RFC 1323 [Z#EHLL 720\ TIMESTAMP #+ 72 3
UERBLEH. Ty REBELEL
f=o

BLOCKED: Sequence number error: proto=%s in=%r:%u %s out=%r:%u (flag="%#x seq=%u ack=%u len=%u ackskew=%d
reason=%#x) on %s

RELGS—T O RBEERHE L6, /A
TybEBRELFELT,

BLOCKED: Sequence number error: proto=%s in=%R[%u] %s out=%R[%u] (flag=%#x seq=%u ack=%u len=%u ackskew=%d
reason=%#x) on %s

RELZS—T O RBEERHE L0, /A
TYrEBELFELT,

BLOCKED: Received invalid ICMP: %r —> %r type=%d code=%d (proto=%s in=%r:%u %s dst=%r%u seq=%u)
ZELICMP DT —2MEL <AL=,
Ny FEBELEL,

BLOCKED: Received invalid ICMPv6: %R —> %R type=%d code=%d (proto=%s in=%R[%u] %s out=%R[%u] seq=%u)
ZIEL T2 ICMPv6 DT —2MNIEL < ALV z8.
Ny FEBELEL.

BLOCKED: ICMP error message was too short (%s): %s %s %r:%u —> %r:%u on %s
ICMP T35 — 4y 2—UMNETE DD, /N
TYMEBELEL,

BLOCKED: IPv6 option was too short in ICMPv6 packet: %s %s %R[%u] —> %R[%u] on %s
ICMPV6 /X4 v M IZE T, IPv6 DA T 3
VENETESLLO. Ty M ERELEL
f=o

BLOCKED: IPv6 header length information was bigger than IP packet length: %s %R —> %R on %s
IPv6 Ny & —DAy & —RIFRM. IPv6 Ay
B—DIR7y FREBZTWSH, /37y
FEBELFEL.

BLOCKED: Fragment bit of ICMP error message packet was set: %s %s %r:%u —> %r:%u on %s
ICMP TS5 — Ay E—UTHBICEhDDS
T IFTAVME Y bOBEHE o2,
N7y FEBELELT,

BLOCKED: Fragment bit of ICMPV6 error message packet was set: %s %s %R[%u] —> %R[%u] on %s
ICMPv6 TS5 — Ay &—CTHBIZEA DD
53, TSTAVRE Y hREME -1
H. Ny b EBELEL,

BLOCKED: Fragment offset length was less than IP packet length: %s %s %r —> %r
TS AV Ty FDENIP /7y b
REYBMNEWEH, Ny FEBRELEL

f=o

Matched logging rule: %s: %s %s %r:%u —> %r:%u on %s OgHAL—ILE—BLELT,

Matched logging rule: %s: %s %s %R[%u] —> %R[%u] on %s ogHAL—ILE—BLELT,

Failed to parse FTP command: %s: %s %s %r:%u —> %r%u FTP <> K DEIZKBL Iz, /{7y
FEBELELT,

T {185
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BAFZIvoF vy aDBEIZKBRL =1

AT IF vy a0BRICKRBML =1

ISTAVENRTY R THY AL, Dry
ARAO—FRABRESN TS0, N

ICMP TS5 — Ay E—UMNETEDH, /N

AT —DRERICKBLEL,

AV E—T T —RADEEITKBLEL T,
A= —ZORAMIZEKERLELT=,
BAF vy ABMTELTWEH, Frv

TSTAV RN Y EDF vy alskBL

NOTICE 055 BLOCKED: Failed to create dynamic cache: %s %s %r:%u —> %r:%u on %s
O, RNy b ERELEL
NOTICE 056 BLOCKED: Failed to create dynamic cache: %s %s %R[%u] —> %R[%u] on %s
b, Ny b EBELFEL,
NOTICE 057 BLOCKED: IPv6 fragment packet jumbo payload length was not zero: %s %R —> %R on %s
TYybEBELEL,
NOTICE 058 BLOCKED: ICMPv6 error message was too short (%s): %s %s %R[%u] —> %R[%u] on %s
TYybEBELEL,
ERR 001 Memory allocation failed for %s
ERR 002 Failed to attach interface %s
ERR 003 Failed to detach interface %s
ERR 004 Failed to create cache (reached limit)
VAR TEERATL
ERR 005 Failed to cache fragment packet
Fl=
ERR 006 Failed to get tag A2 OWMBIZKELEL .
7.4.11  NAT (NAD)
MOD : NAT

04 DELE : NAT

I5—L~AJL MSGNO

MESSAGE

K

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

701

702

703

704

705

706

707

708

709

710

1

72

T f$8%

Found FTP command: %s

Found TFTP opcode: %d

Created cache: proto=%s in=%r:%u %s map=%r%u %s out=%r:%u on %s

Deleted cache: proto=%s in=%r%u %s map=%r:%u %s out=%r:%u on %s

FTPALG DREITUFEHRLEL .

TFTP ALG O EARL—L 3> a—F &%
RLFEL,

FryvlabtEshEzL
FrvlasfliREhELE,

Created pending cache: proto=%s in=%r:%u %s map=%r%u %s out=%r%u on %s

REBFvvadERlEhFELT,

Deleted pending cache: proto=%s in=%r:%u %s map=%r:%u %s out=%r:%u on %s

REBF vy abllREhELT,

Changed to normal cache: proto=%s in=%r:%u %s map=%r:%u %s out=%r:%u on %s

FEXvyv A ERXBEF vy alCERS
hELT,

Failed to insert in dynamic cache list (in): proto=%s in=%r:%u %s map=%r:%u %s out=%r:%u on %s

FAFZv xS 1 EAFAR YR
[CEMTEFELATLE,

Failed to insert in dynamic cache list (out): proto=%s in=%r:%u %s map=%r:%u %s out=%r:%u on %s

HAFIvoXruLakPIRHARUR
MZEMTEELATLE,

Failed to insert in dynamic cache list: proto=%s in=%r:%u %s map=%r:%u %s out=%r:%u on %s

BA4FIvIFvyyasr ) AMNEBMNTE
FHATLI=,

Loosened connection: proto=%s in=%r:%u %s map=%r:%u %s out=%r%u (flag=%u seq=%u ack=%u len=%u ackskew=%d) on %s

BTYLEFvryoa&—HBLELS,

Source idled out of PAWS: proto=%s in=%r:%u %s map=%r:%u %s out=%r:%u on %s

EETD PAWS N2 A L7 LELT,
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DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

73

714

715

716

77

718

005

007

008

009

010

011

012

013

014

015

016

017

018

019

020

021

022

023

Destination idled out of PAWS: proto=%s in=%r%u %s map=%r%u %s out=%r:%u on %s

Failed to normalize on first packet (%u)
Matched NAT rule: %s %s %r:%u —> %r:%u on %s
NAT module was enabled

NAT module was disabled

LD PAWS WA A LTI LELT,
FHD/Nry F TEBRICKRBRLEL=,
NAT L—IL&E—BIL LT,

NAT ED a—LDEHIBY ELT,

NAT ED 2 —ILHVESICHY F LT,

Failed to insert in pending cache: proto=%s in=%r:%u %s map=%r:%u %s out=%r:%u on %s

Failed to add tag

Checksum error: %s %s %r:%u —> %r:%u on %s

UDP destination port was zero: %s %s %r:%u —> %r:%u on %s

Incorrect UDP packet length: %s %s %r:%u —> %r:%u on %s

UDP packet length was too small: %s %s %r:%u —> %r:%u on %s

Found IP option

Header length was too small

Header length information was too small

REBX vy 12 AMTEMTEEEAT
L=

AT DEMIZKELEL .

FTvIHLNELLGEWN O, Ty bz
WELELT,

ZIELT=UDP /{4y k DFEER— R FEEA 0
THHH, Nry b EWELELT,

UDP Ny & —D /87y k RREED /7y +
REHBATW:=H. "Ny FEHELEL
b=

UDP /X7y FRAY 8 N FRIETH ST,
Ny b EHELELE.

IP option ##H#>TW35/87 Yy L THB1=6.
Nry b ERELEL,

ANy E—ROMBERERITEL TR
O, Ty FEBRELFELT,

ANy S —RIEHADERERITEL TOEWL
=6, N7y FEBRELELE,

IP header length information was bigger than IP packet length: %s %s %r —> %r on %s

lllegal fragment packet with DF—bit set: %s %s %r —> %r on %s

Fragment packet was not multiple of 8 bytes: %s %s %r —> %r on %s

Total of the fragment packet length was too big: %s %s %r —> %r on %s

Fragment packet was already completed: %s %s %r —> %r on %s

Failed to reassemble fragment packet: %s %s %r —> %r on %s

Failed to get header of %s: %s %r —> %r on %s

SYN and RST flag were set: %s %s %r:%u —> %r:%u on %s

ACK or RST flag was not set: %s %s %r:%u —> %r:%u on %s

PAYHE—DANY T —RERM, P Ay T —
DINTY PREBATWSEH. 7y %
BELFEL

TS AV REEEY FARESATNDS D
ST AV RNy FERELIZEO. /7y
FEBELFEL.

8 NA FEFETHREINATWGRWNI ST AY
rXry b EBRELEZRZO, N7y FERE
LFELE.

IS AV TRY b ENTY FROER
hY 65535 /N A b EBA <=, Ty FEW
ELFELE

FTTIZETLREIST AV Ry FE2E
Lfzt=&. "7y FEWELFEL

I3 A Ny FOBERRICKREL 1=
O, Ny FEBRELEL,

RTY DAY T —FERBTELD S22
H. Ty FEBELFELT,

SYN 7574 & RST 759 WN&£IZHHA TCP
Ny R THD=H, "Ny b EBELEL
b=

ACK 754 & RST 754 hstIcEmh7z
TYrTHDIH., Ty P EBELEL
T=o

ACK flag was not set, and FIN, PUSH or URG flag was set: %s %s %r:%u —> %r:%u on %s

ACK 75U DENTHBICEhdbD T,
FIN, PUSH, URG OWWThHh DTS5 WNER
BINTY R THD=OH. 7y P ERELE
L=

T {185
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NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

WARNING

ERR

ERR

ERR

ERR

ERR

024

025

026

028

029

030

031

032

033

034

036

037

038

039

040

041

042

001

002

003

004

006

T f$8%

Data offset value was less than 20 bytes: %s %s %r%u —> %r%uon%s T—A2Z Tty FDIEH 20 /81 FRFETH
=0, Ny FEBHELEL

TCP TIMESTAMP option was overlapping: %s %s %r%u —> %r%u on %s TIMESTAMP 7 3 UAEHL THRESH
TWbz., N7y FEBELELT -,

lllegal TCP TIMESTAMP option: %s %s %r:%u —> %r:%u on %s FRIEL TIMESTAMP + 7S 3 v BH L1
H. NTybEBRELEL,

lllegal TCP TIMESTAMP option (no RFC 1323): %s %s %r:%u —> %r:%u on %s
RFC 1323 [Z##LL % LN TIMESTAMP 72 3
VEBRHLEO. Ny b ERELEL
Tz

Sequence number error: proto=%s in=%r:%u %s map=%r:%u %s out=%r:%u (flag=%u seq=%u ack=%u len=%u ackskew=%d
reason=%u) on %s

RERY—7 RABSERHL =20, N
TybEBELELR,

Received invalid ICMP: %r —> %r type=%d code=%d (proto=%s in=%r:%u %s map=%r:%u %s dst=%r:%u seq=%u)
ZELICMP DT —2MEL <ALV=8H.
Nry b EHELEL,

ICMP error message was too short (%s): %s %s %r%u —> %r%uon%s ICMP TS5—Avt—UMNETES8H. /N
TYMEWRELEL,

ICMP error message packet with fragment bit set: %s %s %r:%u —> %r:%u on %s
ICMP T5— Ay =S THBHICHhADHS
F. IS AV REY R ESTH 1=
O, RNy b ERELEL

Fragment offset length was less than IP packet length: %s %s %r —> %r 755 AV hA Ty FDEMIP /45w k
R&UEMDSWEH, Ty b EHELEL

f=o

Failed to parse FTP command: %s: %s %s %r%u —> %r:%u FTP Y FDBIFIZKREL =8, /7y
FEWELELT,

Failed to create dynamic cache: %s %s %r:%u —> %r:%u on %s BAFIVvIF vy 2DBHFICKBKL =1z
O Ny FEBELEL

Failed to create path—through cache: %s %s %r —> %r on %s FTIZNRRRIL—F vy afNFELTNS
f=. Ty P EBWELELT,

Failed to allocate mapping port: %s %s %r:%u —> %r:%u on %s IvEVIR—bDENY HTITKRBLEL

Packet length exceeded 65535 bytes by the ALG process ALG BLE(Z &L Y /37y - RAS 65535 /341 k&

BAf20, Ny b EBHELELT,

Failed to allocate mapping IP address: %s %s %r:%u —> %r:%u on %s IVEVTIP7RLADEY HTIZELBKL

FL 1,

Matched logging rule: %s: %s %r:%u —> %r:%u on %s OgHAL—IILE—BLELTE,

BLOCKED (match NAT address): %s %s %r:%u —> %r:%u on %s FEEFTIP 7KL AMNEEIP 7 KL XA NAT
EREOTFLRE—HETH=0. "7y b
EWHELFEL

BLOCKED (no match pass—through address): %s %s %r:%u —> %r:%u on %s
AR ENTWB/NRRAIL—F KL XATIEAEL
f=. N7y FEBRELELT,

Failed to set NAT because static ARP already exists: %r AR T 499 ARP DEREMNT TICHEL T
WA=, NAT DEREITKRBLEL T,

Memory allocation failed for %s AEY—DHERICKBLEL =,

Failed to create cache (reached limit) BAFryYaBELTWSED, vy
AR TEERATLL,

Failed to cache fragment packet IS AV MRy FDF vy aITkEKL
FL 1=

Failed to get tag 2T OWMBIZKELEL .

Internal Error: Invalid interface %s RNML>—TYd, ZELIAV2—T—X

MNIANE—HEDA 2 2—T 2 —ATIEE
Wz, "y P EBELEL
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7.4.12  ISAKMP (1SKMP)

MOD : ISKMP

045 05 : VPN

IZ—LAJ MSGNO

MESSAGE

B

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

700

701

702

703

704

705

706

707

708

709

710

71

72

200

201

210

211

216

217

218

219

225

229

231

232

Access-list modified

Updating SPD (type %d, %s)

SP parameters missing

Processing ISAKMP message: %d

Received network layer information

IPsec module event: %d

%s SA installed: SPI %08x

Allocate inbound SPI

Ignore acquire: %s

State machine %d / %d / %d

%s mode, id info %s

SA lifetime modified %Id %s

IPsec SA already deleted

Send ISAKMP packet: %d bytes

Received ISAKMP packet: %d bytes

Setting ISAKMP payload %s

Found ISAKMP payload %s

ID value Type: %s / Value: %s

Proposal attribute %s: %s

Sent NOTIFY payload: %s

Received NOTIFY payload: %s

Propose SPI: %08x

Searching %s policy for %s(%s)

Received Vendor ID payload: %s

Sent Vendor ID payload: %s

FOERAJRACDEREINI=I28 IPsec 7 1
LE—~DEEERELET,

IPsec 74N A—INTGA—F—%BHLFT,

Psec 7 4 LR —%BET HDICREGF/NS
A—E—HRFTRBLTLET,

ISAKMP v t—2/37y F DMEZERAL
EXR

FYET—=ILAVY—DED1—LIDAN
VEAEHEN, REEERTLET,

IPsec EVa—ILhsARY FAEHMSHT-
=&, REEERTLET,

IPsec E2a—JLIZSAZBELEY,

IPsec E2a—JLIZR L TSPIDEIYETE
BRLFET,

IPsec EVa—ILM5D SA BEREZEHLE
LT

REMER (REER) ERRLET.

ISAKMP /84 b DE—FK LBAEHRE KRR
LFET,

RESPONDER LIFETIME @%01% %7 T SA OF
mEERELEL,

ISAKMP E¥ 1 —JL& Y IPsec SA MEEF
HELTH. SAIXT TITHBRSA TLEL
b=

ISAKMP /847 b ##ELET,

ISAKMP /X7y & 25T, BIE1T
WET,

ISAKMP 734y k|2 Payload #ty  LEL
T=o

ISAKMP /X4 k R[Z Payload #H# R L EL
f=o

D DEERTLET,

SARAO—FIZEENZTAKR—HILDIE
ERRLET,

FEELENOTIFY RAO—FDRATL%E%R
~LET.

ZELE=NOTIFY RAA—KDEATRER
~LET,

ISAKMP 23 Y T —2 3 V[ AREBANRE
Lf=SPIZRRLET,

Responder EN{ERFIC. RMAMBRMN?SZIEL 1=
N7y MCRET BRER) O—ERELE
EB

Vendor D R4/ O—K#Z{ELFE LT,

Vendor D R/ O— K Z##ELFEL T,

T {185
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DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

714
715
716
i1

718

719

720
721

722
723
724
725

726

727
728
220
221
223

214

015
036

212
213

713

235
236

243
244
246

247

T f$8%

Reset DPD timeout counter %s/%d

Received DPD %s sequence number %d from %s. Expected %d

Last IPsec traffic from %s %d sec

Received heartbeat sequence number %d from %s. Expected %d

Resolve cancel for %s(%s)

DNS response received (id: %u)

NAT-T established: %s
%s NAT was detected

Negotiation request by always—up—sa ignored (%s)

Received UDP keepalive from %s

Sent UDP keepalive to %s

Tunnel update %s: %s

Remove SA %s/%s

Packet discard in IPsec %s

List length %s: %d

IPsec SA for policy %s acquired

IPsec Re—KEY for policy %s for %s

%s mode negotiation packet %s

Received DELETE payload DOI %s / SPI %s

Invalid access-list: %s

Unexpected DPD packet received from %s

Sent ISAKMP information to %s
Received ISAKMP information from %s

IPsec SA expired in ISAKMP module: %08x

Received ISAKMP heartbeat from %s
Sent ISAKMP heartbeat to %s

IPsec SA for policy %s acquired (always—up—sa)

Unknown Cookie for %s mode from %s

FQDN peer %s policy %s address updated to %r (FQDN: %s)

FQDN peer %s policy %s address updated to %R(FQDN: %s)

DPD A LTF I b AoV a—m) vy kEh
FL 1=

DPD /N7y MZEBEh TS —T U RE
SERRLES,

DPD xt[AI#25 & Y IPsec /847y FAVEIZEL 1=
HORBHEERTLET .

Heartbeat /87w M ZRBIBEINTLND L —4
VRABEFSERRLET,

AEI@gREPIELEL,

KRR BOBVEbLEICHT ZEEEZIEL
FL 1=

NAT-Traversal DIERMNEESNFEL =,
NAT OFENRHENE L=,

always-up-sa [IZ& BRIV I—L a3 VERE
|ELEL

UDP ¥—TF 75407y h&EZIELEL
b=

UDP ¥—F 754\ y b EZELEL

Zo

FoRILAVE—D 2 —RICHETAEREE
HLET,

SA BN R M SHIBREhEL =,

IPsec EL a—ILT/\yy FOBHENFREL
FL 1=

MNEPERE L TRELTLWET—2 YR LD
BRBERTLET,

IPsec EV2—J)L& Y IPsec SADARIT L IT—
avhERINFELT,

IPsec SA MFMIZFE L 72128, Re-KEY EjfE
#=ITWET,

FIAPI—2av\ry FEEEICLELE
LT

DELETE R/ A—F#2{ELFL 1=,

IPsec IZ#FTE % Access—list DEHZ T
LTWEHA,

stEER & Y EANEE I TLVEL DPD
Ry hOEIELEL

ISAKMP Information /34w k Z#3%{EL F L 1=,
ISAKMP Information /8wy FZZ{ELEL 1=,

ISAKMP £ 2 —/)LTEHEL TS IPsec SA
AFMICELEL I,

ISAKMP heartbeat /34y k& Z{ELEL 1=,
ISAKMP heartbeat /8%y h ZE{ELEL 1=,

always—up—sa option WE N TdH 5 1= IPsec
SADRILI—avhBERSINFELT,

REND Cookie o1y hEZELT=
T=hWELELT,

IPv4 FQDN BRESNTWBETDT7 KL X%
RL, BMELFEL

IPv6 FQDN SR E SN TWWBET7DT7 KL R %
RL. ELELT,
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INFO

NOTICE

INFO

INFO

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

INFO

NOTICE

WARNING

WARNING

ERR

ERR

WARNING

ERR

ERR

ERR

248

226

202

203

204

205

206

208

209

215

224

227

228

230

233

234

035

038

238

239

245

222

039

240

241

242

001

002

003

FQDN address expire on %s policy %s

Delete IPsec SA %08x by DELETE information

Received re—transmission ISAKMP packet from %s

Re—transmission ISAKMP packet to %s

Start Phase-I (%s) negotiation as %s with %s
Start Phase-Il negotiation as %s with %s
Phase-I negotiation succeeded with %s
Phase-II negotiation succeeded with %s
ISAKMP SA created: %s

ISAKMP SA expired: %s

Received INITIAL CONTACT from %s
ISAKMP SA delete: %s

Delete %s SA for %s

Negotiation canceled for never initiate policy

Received RESPONDER LIFETIME from %s

DPD keepalive timed out with %s

Delete ISAKMP SA %s by DELETE information

Received malformed DPD packet from %s: %s

Received malformed heartbeat packet from %s: %s

Keepalive sequence number mismatch %d from %s. Expected %d

Negotiation canceled (Peer hostname is not resolved)

Start to resolve peer host for %s (ID:%u)

%s interface status change: %s

Negotiation started since %s force SA enabled for %s

Unexpected heartbeat packet received from %s

Failed to resolve for %s (Code: %s ID: %d)

Unknown resolving request(ID: %d)

Resolve timeout for FQDN: %s (ID: %d)
Memory allocation failed for %s

No ISAKMP proposal: %s

No IPsec proposal: %s

FQDN S SNnfzR ) O —DRREHTF L
AMEMESNEL 1=,

DELETE f > 7 #—A— 3 V&2 1=®.
IPsec SA ZHIBRL £9 .

AN SBENTY FERELELE,
SR D DEENENF=OBEETNEL

Phase-l # 3 T— a3 Vv ERBLET,
Phase-ll #3> I —L 3 V&L ET,
Phase-l # 3T — 3 UMETLFELT
Phase-ll # 3T —2a v TLELT,
ISAKMP SA MRS E L=,

ISAKMP SA AE@IC &k YEIBRShEL =,
INITIAL CONTACT 2 2fELF L =,
ISAKMP SA ZHIBRL E L =,

BRELFEL LAV Z—T z—RIKEDE
EIZ#EL . SADHIBREERITLEL =,

A= IT—F—ELTEMETELRVERETH
Sz, FIT—arEhELEL,

RESPONDER LIFETIME Z2{EL & L 1=,

DPD 2k BF—T 73 AT THALT LN
FELELE,

DELETE A > 7 A —A—> 3 0 %2116,
ISAKMP SA ZHIBRL F9,

DPD 7R+ aJLELTERER/NTY M ERE
Lfzr-bWELEL =,

Heartbeat 7O b JJLE L TEELR /Y Y b
ERIELI--OWELELT,

Keepalive ¥ —47 U RABENFELELEL
1=, Ny b EBHELELT,

HEBDKRR b BAFRENTOEN=H,
FIvI—vavEPIELFELE,

MEADORR BV AEhEERIBLEL

Zo

FoRILAVB—D T —ADIREAELLF
L7

Force SA BNERE SN TSz, RI>IT—
YavERIBLELT,

ZEZRENSATLEVIZEMDLT
heartbeat /37 FAEEL F L 1=,

HEEDHRR FBBVNEDERICTS—HH
ELFEL

DNS DIEEIZHIET BN EHENR DM Y
FHATLT

ARBRNZ A LTI LELT,
AE—DHERICKBLEL,

BESINI- ISAKMP 7 OR—HFILARDMY
FHA

BEEINT IPsec TOR—FILARDOMY F
A,

T {185
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ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

004

005
006
007
008
009

011

012
013
014
016

017

018
019
020
021
022
023
024
025
026

027

028

030

031

T f$8%

No consistent DH group in aggressive mode

Parameter missing in ISAKMP policy %s (%s)

Parameter missing in ISAKMP proposal %s (%s)

Parameter missing in IPsec policy %s (%s)

Parameter missing in IPsec proposal %s (%s)

Internal data error: %s

Failed to start up: %s

Negotiation abandoned: %s

Unknown Cookie for quick mode from %s

Invalid ISAKMP packet: %s

Negotiation timeout: %s

Packet security error: %s

Padding length error %d / %d

Decrypt failed: %s

No ISAKMP policy for %s as %s

Not enough payload: %s

ID mismatched

Authentication fail

Proposal mismatched

Failed to send packet

Re-KEY failed: %s

Failed to parse payload at %s

Invalid UDP packet: %s

Hash failed: %s

Received unexpected packet: %s

Internal error: IPsec module error %d

Aggressive E— K TEAT S 7 OR—HILD
DH group [EFTRTRIL THITNIEWLTEE
Ao

ISAKMP 7RV & —[ZIh B /85 A—Z—HVE%
EFESRhTOWERA,

ISAKMP 7 AR—HILIZHBEL /NS A—F—
NEESATHERA,

IPsec R 1) O —ICERINT A—F—DERE
ShTWEEA,

IPsec 7AR—FIJLIZHELZ/INS A—42—N
BEINTLEEA,

VIL Dz 7TREBOT—2ICFEIEELE
LT

EEckBLELE,

ISAKMP 2T T —2 a U E#RETELLVK
BIZH D=6, PIELFET,

REND Cookie 35> 1= Quick E—F /847y +
ERELI-OWELEL.

REHINT A—R—%FH > 12 ISAKMP /X7
FESELE-E-OWBELELE,

BERAREBA ORIV IT— 30 %F
LELFET,

BEEIhTLERENTY FHERIESH
TWEHA, FF, BSEShEIRETHE
BUONTy FABESEERTOET,

RELEATY FONRT 4 VT RAR-TL

&St Stz ISAKMP /34 v k DES 2K
LFELE.

PEER 7 F L X IZxt[59 % ISAKMP 7R 1) & —
NREOIMY EFEA,

REEMNSZIEL /3y bIBBAR(O—
FAEERTLEEA,

D A—BLAEN=HFRTLIT— 30 M
TEEEA,

HEAEDIETELN ORI I -2y
LRI TEER A,

FTaR—IR—BLGEWHRITIT—
LIAvERBETEERA,

Ny FEEICKREB LS, 2T T—
YarvEhLELT,

Re-KEY DBASAIZEER L E L 1=

ISAKMP /37y FRIZEFENEZRAO—F D
BICKRB L= rT I —2a v Ehil
LFET,

ZELZUDP Ty kR ETH> =125,
EELEL

Ny DNy DA BER-BLGEA T80
WELFEL,

FHLEWNAT Y FEREL-OBRELE
LT

IPsec EVa— L& YAHIS—AEMSH
FL 1,
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ISAKMP Phase-1 33 T—3 3 > d[2ikEE

ISAKMP Phase-2 3L T—3 3 Ui [2iREE

DPD [Z& % Keepalive [CRkBILEL Tz, SA &

Heartbeat [Z & % Keepalive IZREIL FE L 1=,

BRI D Keepalive V—4 2V ABE4F

ERR 032 Internal error: Phasel state mismatch %s/%d
BEOFENFRELEL,
ERR 033 Internal error: Phase2 state mismatch %s/%d
BEOFENFKELEL,
ERR 034 DPD keepalive failed with %s
HELFET,
ERR 037 Heartbeat keepalive failed with %s
SAZHELET,
ERR 040 Keepalive sequence No overflowed for %s
ELFEL
7.4.13  |Psec (IPSEC)
MOD : IPSEC

045 M5 : VPN

I5—L~AJL MSGNO

MESSAGE

Bk

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

INFO

INFO

INFO

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

WARNING

WARNING

ERR

700

701

702

703

704

705

706

707

202

205

208

200

201

203

204

206

207

008

009

001

Processing for IPsec outbound packet

Packet queued: %s
Packet dequeued

Filter check %s/%s: %d/%r[%d]

Filter check %s/%s: %d/%R[%d]

SA search

Using soft expired SA: %08x

SA deletion suspended: %08x

Inbound SPI value allocated: %08x

SA delete requested %s/%08x

Found Non-EPS marker from %s

Create IPsec SA %s/%08x
IPsec SA expired %s/%08x
IPsec SA deleted %s/%08x

SA deleted prior to soft expiration SPI: %08x / %d sec

Cannot be fragmented

SA MTU updated SPI: %8x/MTU: %ld

Packet queue for SA negotiation is full: %s

SA timeout: %d packet (s)

Memory allocation failed for %s

IPsec MR/ b &L TEHMEZITUVE

N7y b Fa—(TEEShELT,
NrybFa—nmsBmYHShELT,

IPv4 /8%y b H¥ IPsec 7 4 LB —E&iI2—3
FTEMNFARTNWET,

IPv6 /84y kH¥ IPsec 7 1 LB —E12—3
FTEINRARTLET,

/X4y M IZERAT % Outbound SA #IEL £

o

Soft expire X = SANMFEHRAINFELT=,

Expire &75>1= IPsec SA WMERFTH B 18
HigDMRBEINFEL =,

ISAKMP 233 T—3 3 > MD1=8H® Inbound
SPIHEMNRESNFEL .

ISAKMP E¥ 2 —)L & Y IPsec SA DHIBREE
REhFELf,

N5y FAIZ Non-ESP Y—h—A'igi &h
FLfzo ISAKMP /X7y F ELTREBLET,

IPsec SA ANERLE L =,

IPsec SA A\F @Ik VHEIBRESNET,

IPsec SA AHIBRENET,

Soft expire IZE T HHTID SA AHIBRENEL

Zo

Ty RIZDF EY FAERESA TV =28,
IS AV MMETEERATLE,

IPsec SA X9 % MTU AE#HEhEL T,

SAREMLFELD/IT Y FFa—mhHAnttz
DTy FEBELELT,

ISAKMP 2T T —Y 3 VIZkBL ==,
EEHLICHE> TSy FEBRELEL
1=

AEY—DORERIZKBLELT,

T {185

203
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{5 L 1= IPsec /X7y b D SPHEMNRID %
DTHo=1=8H. BELEL,

Replay WE L HIBFL =1z, /7y B EHE
RTy rDEEREF TV IICKBLEL T,

fIfmEshTWznT AU INEERL 1

borILNTy P ERIZRBLEL T,
BENEBDF-HD AT —IAERTEEFA
ISAKMP - IPsec £ 1 —LEITTF— 42 DEH
IPsec LEDRHP T SA NFERATELR LD
fztz. "7y b EWELFELT,

IPsec EY 2 —ILA S ISAKMP Y 2 —)LA

IPsec SA DEFEICKBLFEL =,
N—=FOx7DHIRICKYESIEEL IEE

ISAKMP - IPsec £ 2 —JLEEE D/

FIEX MTU EABR S hizf=. BERLE

ERR 002 Unknown SPI from %s / %08x
ERR 003 Replay attack detected

LFELT,
ERR 004 ICV invalid

Nry b EBELEL
ERR 005 Padding invalid: Field value %d / Real length %d

O, NTybEBRELEL.
ERR 006 Failed in tunneling process
ERR 007 Failed to allocate encryption memory: %s

TL1=,
ERR 010 Internal error: Synchronization failed %s

ICEEAFEELELT-
ERR 011 Unusable SA: %s/%08x
ERR 012 Failed to acquire SA

D SA BERICKBLELT,
ERR 013 Failed to install SA %s/%s
ERR 014 Crypto failed for hardware limitation

SEMNKRBLELT=,
ERR 015 Internal error: PF_socket overflow

TJ7—hmHshFELT,
ERR 016 Invalid MTU value from %r: %s / %d

L7

71.4.14 DHCP 2 547> k (DHCPC)
MOD : DHCPC

04 OFE4E - DHCP

I5—L~AJb MSGNO

MESSAGE

K

DEBUG

DEBUG

DEBUG
DEBUG
DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

204

400

401

402
403
404

405
406
407
408
409

410

T f$8%

%s: State transition to %s

%s: IP address was deleted with no lease info

DHCP client process started
DHCP client process stopped
Read the conf file again

%s: Received DHCP client startup request from NETM

%s: Received DHCP client release request from NETM

%s: State updated in NETM (NEW: %s/Prev: %s)

%s: Event %s invoked in NETM (State: %s)

%s: Retry for %s request occurred in NETM (State: %s)

2

s: Send DHCP client startup request from NETM

FLLRBIZBITLEL

—RIEREHYFEATLELS, PTERL
AIFHBRERFEL =,

DHCP S A4 7 7O REZEBLEL L=,
DHCP 4547 TRt RZEFELLELT,
ERI7AINEBRARAHLET,

DHCP ¥ 547V FFIRERZ NETM D5
ITEY EL T

DHCP ¥ 547V FMRNERZ NETM D5
ITEY FEL T

NETM MERQD DHCP 54 7> b A7 — M
E#HshFELE,

DHCP ¥ SA 7 R TARY R EELEL
=

DHCP VS A 7V DY VIR MIHT HE
RITNRELFEL

DHCP ¥ 54 7> FFIRERZ NETM A 53%
ELFEL.



CentreCOM AR260S V2 ') 77 LY AR =27 )L

DEBUG

DEBUG

DEBUG

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

NOTICE

NOTICE

WARNING

WARNING

WARNING

WARNING

WARNING

WARNING

411

412

413

109

118

300

302

303

305

306

307

308

310

311

312

314

315

001

002

101

103

105

106

107

108

%s:

%s:

%

2)

%s:

%:

%s:

%s:

%s:

%s:

%s:

%:

%

%s:

%s:

2]

%

%s:

%s:

%s:

%s:

%s:

%s

%]

%]

@

2]

Send DHCP client release request from NETM

Received address (%s) delete event from NETM

: Received address (%s) add event from NETM

Received BOOTREPLY from %s

Received DHCPACK from %s
Received DHCPOFFER from %s
Received DHCPNAK from %s
Sent DHCPDISCOVER to %s
Sent DHCPREQUEST to %s
Sent DHCPDEGLINE to %s
Sent DHCPRELEASE to %s

Received DHCPOFFER from %s with unknown id (%d)

Received DHCPNAK from %s with unknown id (%d)

: Received DHCPACK from %s with unknown id (%d)

Bound to %s
T1 timer expired
: T2 timer expired

Assigned IP address (%s) is already in use

IP address (%s) deleted due to releasing lease info

. IP address (%s) deleted

DHCP client started

DHCP client stopped

%s: Received DHCPACK with uncertain address (%s) from %s

%s:

2

S

%s:

%s:

%s:

: Received DHCPOFFER with uncertain address (%s) from %s

: Received DHCPNAK with uncertain address (%s) from %s

: Received DHCPACK in wrong state (%s) from %s

: No expiry time on offered lease from %s

: Received DHCPNAK in wrong state (%s) from %s

required option "%s (%d)’ was not found in DHCPOFFER from %s

DHCP ¥ 54 7 MMERER%E NETM A 3%
ELEL.

7 R L RHBIBEA R k& NETM A S Z(TEY
FL 1=

7KL REMARY k% NETM M5 ZITERY
FL 1=

DHCPOFFER /X%y FNICER L =4 T 3
UHREENTWERATL Tz, DHCPOFFER
Ny EEShELT,

BOOTREPLY /3%y k& Z{ELFE LT,
BOOTREPLY /¥4y M FBEESINFE LT,

DHCPACK /34y F & ZITERY F L 1=,
DHCPOFFER /X%y &2 I(THRY E L 1=,
DHCPNAK /37y R ITERY E L =,
DHCPDISCOVER /84w b Z#{ELFE L 1=,
DHCPREQUEST /7w F&#ELEL 1=
DHCPDECLINE /7w b #2{E L FE L 1=,
DHCPRELEASE /847w b ##{EL F L 1=,

THLEIDD O/7y b ERITRY EL T,
DHCPOFFER /X4y h [FBEE SN E L 1=,

THED Oy b ERITRYFELT,
DHCPNAK /X4 k [EBEEShFEL =,

THED Oy b ERITRY FELT,
DHCPACK /X4 b IFBEESNFEL 1=,

HFLOWIPFRLRAZRYSTELL,
T 24 I—AHRENIHEY E LT,
T2 34— RGN Y F LT,

BYRONIP7RLRIFTTITERASH
TWET,

| —REREHIBRL =126, IP 7 K L RIZHI
BRehFELE,

IP7RLRIFHIBRESNEL,
DHCP ¥ A7 r&EBEBILEL =,
DHCP 547> h%&EIELFEL T,

BATRBRAL/N Ty FEZTRY F LT
DHCPACK /X% v M IZBEE SN EL 1=,

BATRBRAL/NTy FEZTRY F LT
DHCPOFFER /X4y k [FBEE SN E L 1=,

ETHLENT Y FEZTRYEL =,
DHCPACK /X4y h [FBEE SN EL T,

DHCP ¥ 5 4 7> b [£ DHCPACK # %18 %
KEETIEHY TR A, DHCPACK /347w k&
BEINFELT

) —RERPICELVEIBRASH Y A, &
@ DHOPACK /A4y kIEHESh, KRR M E
REFERLES,

DHCP 7 5 4 7> b |X DHCPNAK % (+8 %

REETIEH Y FH A, DHCPNAK /X4 v b T
WEINhFELT

T {185

205
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WARNING

WARNING

WARNING

WARNING

ERR

ERR

1.4.15

111

113

316

003

200

SNMP (SNMP)

%s: Received DHCPOFFER of the same client IP address from %s

%s: Received DHCPNAK from %s with no lease info

%s: Invalid IP address %r via DHCP protocol received (%s)

%s: Invalid IP address %r via DHCP protocol received (other error: %d)

Failed to start DHCP client

Memory allocation failure (%s, %d)

Y—N—0SELISAFTURIPFTFLR
% %D DHCPOFFER %% (TH Y E L 1=,
DHCPOFFER /N4y h (FBEESINFE L 1=,

1) —RIEHRA LNz, T D DHCPNAK /%
Ty hEBEShELT,

T#EYEIP 7KL X% DHCP A M LT
2ELFELT,

NEHBERICKYTEDNERDNDIP T
KL R%DHCP 7R a)LTRIELFELT=,

DHCP ¥ 5 A7 b ZBthTEFEFRATL =,
AEVYRERICKBLELT,

MOD : SNMP

nyDEE: 75— ay

IF—LAJb MSGNO MESSAGE

B

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

002

003

011

013

015

046

048

204

051

052

053

054

055

056

057

058

059

060

212

213

301

T f$8%

Agent is being reconfigured

Agent restarted

Received SNMPv%d packet from %s (type: %s, %d bytes, transid: %d)
Sent SNMPv%d packet to %s (type: %s, %d bytes, transid: %d)

Ready to receive SNMP packets (local port: %s, sd: %d)

Community ¥"%s¥” — traptype %d: %s (%s)

Trapdelay timer %d secs: traptype %d (%s)

MIB registration succeeded: ¥ %s¥”

Registered alarm (id: %d, interval: %d.%03d, flag: %d)
Unregistered alarm (id: %d)

No alarm (id: %d) to unregister

Running alarm (id: %d)

Alarm (id: %d) completed

Scheduled alarm (id: %d) in %d.%03d

No alarm to schedule

Updated alarm (id: %d, interval: %d.%03d, flag: %d)

No alarm (id: %d) to update

SNMP T—2 ¥ AR EDBHRAAHET
WEF,

SNMP T—Y v FABEEEI L FE L 1=,
SNMP /37y hERZELFELT,
SNMP /87w b EEELFEL T,

SNMP T—2 x> b AYSNMP /87y k2459
BEREIC Y E LT

SNMP T—Y v F R EDEN EHEHTE
LFEL.

SNMP k5 v TR EDHLBFHEEHRELEL

MIB A& RS hE LT,
TI—LEEHRLEL,
TI—LEHIBRLELE,

BRI 57 5—LMEOMYEFEATLT,
TI3—LEERTLET,
TI—LREFTERFEL,
TI3—LER7TCa—LLELT,

AT a—NLT BT IT—LHBRINYEEA
Tl

TI3—LEEHLEL,
BHITHTS—LNROMYERFATLE,

lllegal interval (%d.%03d) specified for a repeated alarm (id: %d, flag: %d)#& YR LEITT 27 T —LIZXK L T, FIELH

Registered view ¥"%s¥” (OID: %s, type: %s)

AV EZ—NIDBEEShFELT
view &R SINFEL =,

Set view access for community ¥ %s¥” (Read: ¥ %s¥”, Write ¥"%s¥") 7 7 & A AJRES view NI I 2 = F 4 —~KE

Ready to receive smux connection; [%r]:%d (sd: %d)

EhEL,

SNMP T—2 x> hAY, smux EERZEZ1E
ATHERBEICAY E LT,
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DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

INFO

INFO

NOTICE

NOTICE

NOTICE

NOTICE

WARNING

WARNING

WARNING

302

303

305

306

307

308

309

312

313

314

315

316

317

319

320

321

432

901

042

047

001

005

041

043

014

031

032

Received a trap (type: %d, spec: %d) from peer

Accepted a smux peer [%r]:%d (fd %d)

SNMP T— x> b A smux peer M 5 Trap
Ay—TUEZELFELT,

SNMP T— = 2 b A% smux peer & DiEHE %
ZIFANFELT,

Denied a smux peer %r:%d (fd %d), max number (%d) of peers already connected

smux peer DI KIFEMBME B Z =728, smux
ERERZEEELE L.

Refused a smux peer: auth failure (oid: %s, password: ¥ %s¥”, descr: ¥ %s¥”)

Failed to build smux message
Sent smux msg (type: %s, fd: %d, reqOID: %s)

Failed to parse variable bindings in smux

Bad variable type (%d) in variable bindings in smux

Disconnected a smux peer (fd: %d)

Starting smux authentication process (oid: %s)
Smux authentication succeeded

Smux connection request receive error (fd: %d)

Smux OpenPDU parse error (fd: %d)

Not received smux OpenPDU (fd: %d)

Received smux OpenPDU from peer (fd: %d)

Received smux RReqPDU on fd %d (oid: %s, prio: %d, ope: %d)
Sent smux ClosePDU on fd %d (reason: %d)

Sent smux RRspPDU on fd %d (prio: %d)

Received smux msg (type: %s, fd: %d)

Smux receive error on fd %d: error %d (%s)

Ready to get SNMP statistics information

ASNT1 parse error (%s)

Will not send the trap (type %d: %s) to %s for community ¥”%s¥”

Established Trap—v%d session to [%s], community ¥ %s¥”

Agent started
Agent stopped

Detected a trap event: type %d (%s)

Sent v%d trap (type: %d, spec: %d) to %s for community ¥ %s¥”

Received unknown type of message: %02X (transid: %d)

Failed to build SNMPv%d PDU

Cannot find element %s to build SNMPv%d PDU

REEICERBL =128, smux IERERTIESD
L#ELE,

smux AV E—UEBETEFLATLI
smux A t— % peer ITEELFELT=,

smux * v £— A variable bindings D FEA
BYICKBLEL,

smux * v t2— @ variable bindings D H(Z,
TEYZEDOEIEENTVET,

SNMP T—2 x> kA, smux peer & DIEHTE
=YL EL =,

smux BERORIEEMBLET,
smux FERDREEMNBYIL F L 1=,

smux EHRBERA Y E—UFERBICRIETE
FHATLT

smux OpenPDU DEE ALY [TKEAL E L 1=,

SNMP T—2 =¥ k&, OpenPDU Tl&#AELY
smux AV tE—UFEZIELELT,

smux OpenPDU 25 L £ L 1=,

smux RReqPDU ZZ{EL £ L 1=,

smux Close PDU #i#{ELFE L 1=,

smux Register Response PDU ##/EL £ L 1=,
smux Ay tE—CFRELELT,

smux AV E—CFEBICRETEELEAT
L=

SNMP % v — 2 O#fiHEIRHA ES AT RE IS 4R
YELI,

ASN1 Ay E—U DAY ITRELELT,

A—H—HREITLY ., BEFSVTFRES
hFEEA,

SNMP k5w FREEXRR FMBFINFEL
Tz

SNMP T—2 x> FAEEILEL I,
SNMP T—U U bAETLELL,

SNMP b Sy TDOREARY FARELEL
T=o

SNMP k5w IhNsiEShELL,
KHDRAALTDSNMP /847y FEZIELEL

SNMP PDU ##E&TCEFHATL =,

SNMP PDU 2 E T 57D T—4HBFEL
TWEY,

T {185

207
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WARNING 033 Failed to add element %s on building SNMP PDU SNMP PDU #1E89 S, T—2ZBMT
FFEHATLT=,

WARNING 035 Failed to build SNMP Trap PDU SNMP Trap PDU 2 #ETEEEATL =,

WARNING 036 Cannot find variable bindings to build SNMPv2 Trap PDU SNMPv2 Trap PDU Z &9 5 1= D variable
bindings NRE2MY FH A,

WARNING 050 Improper data was retrieved from the system SATFLNLIRELET—2ILEYTIEH Y
FHA,

WARNING 201 Received unsupported request mode (%d) from %d HR—F SN TLEWLE—F D SNMP ER%
ZELFLT,

WARNING 202 Received unrecognized request mode (%d) from %d KHDE—F D SNMP ERZEZZIELFEL T

WARNING 203 Received invalid PDU msg type (%d) REBAYE—CRALTDSNMP Sy %
2ELFELT,

WARNING 205 MIB registration failed: ¥"%s¥” MIB D& FXIZKBL FL =,

WARNING 211 Cannot find access control information 7 ERGIRICETHEENHY FE A

WARNING 414 UDP/IPv4 packet receive error on fd %d: error %d (%s) UDP/IPv4 /34y F A EERIZRETEEEA
Tl

WARNING 424 UDP/IPv6 packet receive error on fd %d: error %d (%s) UDP/IPv6 /34y P A ERIZRETEEFEA
Tl

WARNING 433 SNMP packet parse error (%d) from %s SNMP /3% k DAY ITRBL FEL =,

ERR 004 Detected invalid number of messages: %d BELIEZAYE—CHMBFRETT,

ERR 016 Failed to start agent: Improper protocol/port (%s) specified IEESNEZETORIIL - R—FAFRET
HD1=®. SNMP Agent NBEITEEEAT
L7,

ERR 017 Failed to start agent: Not supported protocol/port (%s) specified EESNEZETO O - R— AKX Y

R—bThHB1=8., SNMP T—2 2 FASE
BTEFEFLEATLI

ERR 018 Failed to start agent: Failed to register the specified protocol/port (%s)
BESNERETOROL - R—FAS
SNMP /87y h ZIERICERTELA o121
H. SNMP T—C Y FHEBTEFE AT

L7,
ERR 049 Failed to access the system resource SATLERIZTVERTEEF A,
ERR 101 Agent is exiting... SNMP T— Y FAERERTLET,
7.4.16  DNS ') L— (PDNS)
MOD : PDNS
OJoEE: 77V r—>ay
IZ—LAJ MSGNO MESSAGE {73
DEBUG 007 Sent query to %s, Query (%d), Answer (%d), Authority (%d), Additional (%d), Queries (%s, type %s, class %s)
Proxy DNS A flLNVEHE A v E—U EXEL
FL 1=,
DEBUG 008 Sent response to %s, Query (%d), Answer (%d), Authority (%d), Additional (%d), Queries (%s, type %s, class %s)
Proxy DNS MIGZ&E A v —U % #ELEL =,
DEBUG 009 Received query from %s, Query (%d), Answer (%d), Authority (%d), Additional (%d), Queries (%s, type %s, class %s)
Proxy DNS ASfiLVEbHE A v 2—JFZEL
FL 1=
DEBUG 010 Received response from %s, Query (%d), Answer (%d), Authority (%d), Additional (%d), Queries (%s, type %s, class %s)

Proxy DNS MIG&E A v —U % 2ELFEL =,

208 T {8k



CentreCOM AR260S V2 ') 77 LY AR =27 )L

DEBUG

DEBUG

INFO

INFO

INFO

INFO

INFO

INFO

NOTICE

NOTICE

WARNING

WARNING

WARNING

WARNING

WARNING

WARNING

WARNING

WARNING

WARNING

WARNING

WARNING

WARNING

WARNING

WARNING

INFO

027

023

004

005

006

030

036

025

001

002

012

013

014

017

018

019

020

021

022

026

028

029

031

Received response error message from %s (reply code=%d, opcode=%d)

Duplicate id (%d) packet from %s

Cache cleared

Static DNS server (%s) added

Dynamic DNS server (%s) added

No authority record found in response from %s

Invalid operation while processing response

Received response from %s with unknown id (%d)

Proxy DNS started
Proxy DNS stopped

Dad TSIG (%s, %d)

Bad operation code (%d) from %s

Wrong query header counts (%s)

Failed to extract domain name from query (%s)

Query message length was short (%s)

Name server count was wrong (%s)

Bad query name (%s) from %s

Query denied (%s)

Max cname number exceeded while processing request from %s

Failed to make query message while processing query from %s

No address for root server while processing request packet from %s

Message format error in received response from %s (%s)

Received response from unexpected server (%s)

Received from lame server (%s)

Maximum referrals exceeded in resolving %s(%s) (DNS client %s)

IS—EAYvE—VERITRYELE, Al
Dr—LY—N—ICBERLEHEET.

CONTy b EVEDERD/NT Y FOID
NEELTWET, CONRT Y FIRELE
L=,

FryaT—4%9 YT LELT
E#H0 DNS H—/A—%EBML FEL 1=,
FHI DNS Hr—/—FEBML FL 1=,

CORBEAYE—CDEBLI—FEXRT
EFHATLz, Y—N\—I5—%FELF
Yo

ISE Ay £— O MIBRCRIEGIREAREL
FlLlze ¥—N—I5—%E&EELFET,

FEAGZID D/ FEZITRMY EL Tz, &
BNy MIBESAFEL

Proxy DNS A\t2&1 L £ L 1=,
Proxy DNS WM& T LE L 1=,

TSIGMELLKHYFEFA, O/ y ME
WEIhFLI=,

ARL—=2a3va—FHRELLHYELA,
IS—&TRINTy bEEELEL,

DI~ T—HNDEBERBHNELLHY F
Bh, IT—%FTI /Ty hEEELEL
Tz

FLWAHEAYE—UHD R AL EDERE
ICRBLFELIz, T5—%2FI /Ty hEE
ELEL

JIY—FyE—CRPETEES, T5—
ERI Ny L EREELELE,

AYF—DR—LY—N—HARELLHYE
Hho TT—%2RT/INTy FERELFEL
T=o

BLEHLEENEETAEL S HY FHA,
IS—&TRINTy bEEELFEL,

FWEbeEEEnELZ. T5—FY
Ny b#EELELE,

ZOEWLADHEILCNAME ZRBEBAIEL
fzo H—N—IS—%FELFT,

FWEHhERERIZ) T —DERIZEKL
FlLlz, ¥—N—I5—Z&EELZFT,

L—hrH—N—DF7RFLANHY EFFATL
fzo $—N—I5—%HELET.

EE Ay 2—CORANBROTVET, FID
F—LY—N—IIBERLELELET.

MULAbtEEE> =Y —/N—THNY—/—
NEEENTY FEZITRYELRZ, SO
BTy MIBEELEL,

FHREHF—N—DoIEEERITRMYEL
foo BlER—LY—N—ICBEBLEDEL

o

ZHIBRDICERSEOLEEHEBRAFEL
tze 9547 MIZRHLTH—N—T5—
Ay—UFEEELFELT,

T {185
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WARNING

WARNING

WARNING

WARNING

WARNING

WARNING

ERR

1.4.11

032

033

035

037

038

011

Authority name server's address not found (%s)

Message length was too short (%s)

Message from unaccepted server (%s)

Packet with zero source port received from %s

Recursive queries for CNAME %s exceeded (DNS client %s)

Failed to make query message while processing response from %s

Memory allocation failure (%s, %d)

DHCP 4-—/x— (DHCPS)

EERR—LY—N—DF7RKLANROMY FE
BATLE, 2Oy MIEHBELEL,

AvE—CRMETEET. CONTY MK
WELEL .

REFHASATOAENYG—/N—DD Ay
w—CEZTRYELZ, SO/ Y b IEEE
ELFEL

Y—RAR—bDB 0Dy T, 2D/
Ty MIEBEELEL,

CNAME OERSEMNEREIKEEZ FL 1=,
D53A4F7 VMR LTH—N—IT5— 4y
—UEEELEL,

ISEMERIZ) T —DERICKBLEL
foo Y—N—IS—%EELFELT

AEYRERICKBLELE.

MOD : DHCPS
04 OFE4E - DHCP

I5—L~AJb MSGNO

MESSAGE

K

DEBUG

DEBUG

DEBUG

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

401

402

403

101

102

316

104

301

305

306

307

308

309

310

311

312

317

T f$8%

Started DHCP Server Process
Stopped DHCP Server Process
Restarted DHCP Server Process
Received %s message from %s (pool %s)
Sent %s message to %s (pool %s)

Abandoned lease %s was marked as usable

Received message from invalid network client %s (pool %s)

Lease %s expired

Requested lease %s was unavailable

Requested lease %s was unknown

Lease time for %s was updated

Renewal time for %s was updated

Rebinding time for %s was updated

Requested lease %s was fixed for other (pool %s)

Requested lease %s was unavailable (pool %s)

Requested lease %s was out of range (pool %s)

Static lease assgined for clinet %s

Lease %s was out of range

DHCP H—N\—T Ot R%#BEL EL =,
DHCP #—N\—T O+ X #FELELFEL T,
DHCP #—N\—T Ot REBREHLEL =,
Ayt—UERELEL,
Ay—THEEELELT,

WEINFY—IALNBEE., FIATREICRYE
LT

EHLERY FT—IDD Ay E—CFREL
FL 1=,

U—AHRAETLEL

YHOIREEINE)—RIEFEATEETIEH Y
FHATLT

YOIRFENFY—RBFREIDHLDOTL

Zo

P7RLRY—RBALABEHFEINEL

)—RERERZALT Y FBENEH I
FL 1=

)—REHERIALT Y FERAEH S
FL 1=

JHOIR Sz —RIZEEHICHD Y S
ATV RCEIYEBETOATVET,

DOIRbENTY) —RISEATRETIESH Y
FHEATLI

JOITREhfz) —XIEBIY L THEESN T
LT

DIATY NTEW) —ANEESIEL
f=o

J—R(EENY HTHEENTL =,
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BYLBTERHL TS RLRZEIYST
ARG T FLRELTHBELET,

REAVE—UEERLEL,
Ayt —T 8 A4 THRBELL DHCP /37y k%

FASNTOWEWISATU DL Ayt—

BHGAvE—CERELEL

Y—N—IDABRLGE Ay t—DERELE

KHDHY—N—DDAv+—CERELE

BlYLTEETSN)—REWELEL

YL TEERTSN) —RBHFEELFEA

BlY L TARER Y —RETATHEALEL

BY L THEER Y —ADFELFERATL

9547V ML TEED ) —ADNFEL

D34F7 U MR LB —R EFH)—R

DHCP 4—N\—7 A€ ANT TIZEHP TY,
BGMaRBTS—A~%ELEL.

INFO 313 Leases %s was abandoned )—REWELELT,
INFO 203 Reclaiming abandoned lease %s
NOTICE 001 DHCP Server started DHCP H#—/\—%i#E81LE L -,
NOTICE 002 DHCP Server stopped DHCP H—/I\—%{EIEL F L 1=,
NOTICE 107 Ignored received %s message from %s (pool %s)
WARNING 103 Received DHCP message with unknown type from %s (pool %s)
ZELELE,
WARNING 105 Received message from disallowed client %s (pool %s)
CHEZELFEL
WARNING 106 Received invalid message from %s (pool %s)
WARNING 108 Received message with different Server ID from %s (pool %s)
L=,
WARNING 109 Received unknown Server ID from %s (pool %s)
L=,
WARNING 110 Declined lease %s was abandoned (pool %s)
WARNING 111 Declined lease %s was not found (pool %s)
TLT=,
WARNING 202 Used all free leases in pool %s
f=o
ERR 201 No free lease in pool %s
T=
ERR 302 Client %s had duplicated leases
FL 1=
ERR 303 Client %s had dynamic and static leases
NEELFELT,
ERR 304 Leases %s conflicted J—2HAEAELEL .
ERR 314 Detected duplicate address %s assigned %s EETFLRERRLEL S
ERR 404 DHCP Server Process running already
ERR 901 Encountered Fatal Internal Error (%s:%4d)
ERR 902 Encountered Internal Error (%s:%4d) RS —DFEELFEL T,
7.4.18  HTTP Y—/sX— (HTTPS)
MOD : HTTPS

nyNEE: 7S Uy—vay

IF—LAJb MSGNO MESSAGE

=K

DEBUG

INFO

NOTICE

NOTICE

ERR

003

004

001

002

005

Access permitted by acl %s

Access denied by acl %s

HTTP server started
HTTP server stopped

Failed to read acl

TOERAYAMZ&EY, YE—FRALDT
JEREHFALEL,

TOERYAMZEY, JE—FRRALDT
VEREHEELELE,

HTTP H—/A—HE&L F L 1=,
HTTP H—/—p T LFEL T
FTORRYRDHEHAHIZKRBELELT,

T {185
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7.4.19  SNTP (NTP)

MOD : NTP

nyOEE: 75— ay

IZ—LAJ MSGNO

MESSAGE

B

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

NOTICE

NOTICE

INFO

001

002

003

004

005

006

007

008

009

010

011

012

013

014

100

101

102

Faild to open file (%s)

Failed to start ntp client

Failed to fork ntp client

Failed to create pid file

No server can be used, exiting

No valid response from servers

Failed to resolve host %s
getaddrinfo() failed

socket() failed

setsockopt() SO_REUSEADDR failed

bind() failed

Can't find family compatible socket to send ntp packet

Failed to send a packet to server (%s)
Failed to adjust the time of day

NTP client started

NTP client stopped

Time acquired from NTP server (%s)

7.4.20 a3—4— (LOGIN)

NTP S AT7U R I27A4ILDFA—TVIZRK
LELE, FEIERELFETT,

NTP V547> bDEBIZRBRLFELT,

NTP V547 bDT—EVRBIZKRLE
L7

NTPOSA7obDTAEAD 77 4ILD
ERRICKRBLEL,

EEINENTP H—N—%FEHTEELAT
LT

EEENT NTP H—N—D 5B HIGENH
YEHATLI,

RR M BDORAARRICKKRLEL =,
getaddrinfo MK L F L 1=

socket MEBL EL 1=,

setsockopt AVKREL FE L =,

bind AR L FE L=, HBHLME. NTPKR—F
AT TITEARTY,

NTP /Ry b EEDEODERMEDH DT F
21775 J—%RDOFBIENTEFEE
NTP /X7y b DEEITKRERLEL =,
FZIDHEICKBLEL =,

NTP 9547 bhEBILEL T,

NTP VS A7U AT LELT,

NTP H—/I—M o IG L -BRZERELEL
b=

MOD : LOGIN

nyDEE: 75— ay

IZ—LAJ MSGNO

MESSAGE

B

NOTICE

NOTICE

NOTICE

NOTICE

001

002

003

004

212 T {8k

Login succeeded (%s from %s)
Login failed (%s from %s)

Login failed (Unknown user: %s from %s)

Logout (%s)

A—H—0aTAUICEYMLEL .
A—H—rassoIckBLELT,

ERIhTOELWI—F—AAT M UIzkK
L#ELE,

A—¥—-MNas7orLELL.
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1.4.21

AT L (SYSTH)

MOD :

SYSTM

OJDERE: VAT L

IZ—LAJ MSGNO

MESSAGE

B

NOTICE
NOTICE
NOTICE

NOTICE

1.4.22

001

002

003

004

System started
Clock was set manually
Timezone was set

Timezone was set back to default

URL 7 1 JL&— (UFLT)

DRTLAEFLEL,
KEORFINFHTHRESAEL,
HEBORIA LS —VHEBREShFELT=,

HEEDZALT—UNTIAINIRENE
L=,

MOD :

UFLT

OJDBEE: 2747 0+—)L

IZ—LAJL MSGNO

MESSAGE

B

FHAIURL T LB —L—L&—BL 112

FFATURL 7 4 LA—)L—)LE—BRL ==,

—Hd 5 URL 7 4 LA —IL—LHBFEEL KW
=, N7y FEBELEL

URL 7 1 LA—DERICShELT,

URL 7 1 LA—DESICESNFELT,

FEFATURL 7 1 LA —)L—)L&—HL 1= 7=

FFATURL 7 4L A —L—ILE—BL ==,

DEBUG 020 BLOCKED: matched with %s %s %r —> %r on %s
H. Ny bEBELEL.
DEBUG 021 PASSED: matched with %s %s %r —> %r on %s
Nry bZEBBSEEL,
DEBUG 022 BLOCKED: %r —> %r on %s (implicit deny rule)
NOTICE 001 URL Filter enabled
NOTICE 002 URL Filter disabled
NOTICE 010 BLOCKED: matched with %s %s %r —> %r on %s
O Ny b EBRELEL
NOTICE 011 PASSED: matched with %s %s %r —> %r on %s
Nry bEBEBRESEELT,
7.4.23  DoS #iH (IDS)
MOD : IDS

OJDBEE: 2747 0+—)L

IZ—LAJ MSGNO

MESSAGE

B

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

700

701

702

703

704

705

706

Clear attack event: %s
Failed to add event tree (%s) : %s %r —> %r (%s, %s)

Add event entry (%s) : %s %r —> %r (%s, %s, count=%u)

Remove event entry (%s) : %s %r —> %r (%s, %s, count=%u)

Add timeout entry (%s): %s %r —> %r (%s, %s, count=%u)

Remove timeout entry (%s): %s %r —> %r (%s, %s, count=%u)

Exceed threshold (%s): %s %r —> %r (%s, %s, count=%u, interval=%u)

TRy VERNAESINELT,

TR VAR FDBMIZEKBLEL,
TEAYVIARU NEBMLELT,
TREAYIARY FHIBRLFEL =,
BALTIORARNY FEEBMLELT=,
BALTIRARY MZFHIBRLELT=,

TEAYIARY P REBYALESVMEZTEBZ
FL 1=,

T {185
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DEBUG 707 Exceed max event counter (%s): %s %r —> %r (%s, %s, count=%u)
NOTICE 010 IDS enabled

NOTICE 011 IDS disabled

NOTICE 012 IDS type enabled: %s

NOTICE 013 IDS type disabled: %s

NOTICE 014 Attack start: %s %r —> %r (%s, %s)

NOTICE 015 Attack finish: %s %r => %r (%s, %s)

NOTICE 016 Detect attack: %s %r —> %r (%s, %s)

NOTICE 017 BLOCKED: Detect attack: %s %r —> %r (%s, %s)
ERR 001 Memory allocation failed for %s

ERR 002 Removed unknown type timeout

1.4.24 {REFORILLEZ—T—R (TUN)

FEYTARNY FEDBRRKAAY FHEEBZ
FL 1=

IDS NEBIZHY FL 1=,
IDS NEIIZHEY F L 1=,
T7E2v B IDS NEHICHEYFELT,
T2 VR IDS BEMICEY ELL =,
TRy INEIBLEL,
TRYINETLELT,
TEyIERHELELL,

TAYIERBLE O FEBELE
LT

AE—DHERICKBLEL,

RHDEALT 2 ARy FHEIBREShEL
f=o

MOD : TUN
A5 OFE5E - VPN

I5—ULAJb MSGNO MESSAGE

K

DEBUG 701 %s : Tunneling address information erased
DEBUG 704 %s : Tunneling address information setup finished
DEBUG 705 %s : Start setup tunnel information (%s)
INFO 001 %s : Tunnel interface created

INFO 002 %s : Tunnel interface deleted

INFO 003 %s : Configured for %s tunnel

INFO 004 %s : Tunneling %s %s address configured %s
INFO 005 %s : Tunneling %s %s address cleared

INFO 006 %s : Operational status up

INFO 007 %s : Operational status down

INFO 010 %s : Tunneling %s hostname configured %s
INFO 011 %s : Tunneling %s hostname cleared

INFO 023 %s : Packet discarded (%s)

INFO 030 %s : DFbit configured for %s

INFO 031 %s : DFbit configuration cleared for %s

T f$8%

FrRLOBEBAEEESREL,
P RVEBROREICEMLEL =,
bR VEBROERZERIELEL =,

FoRILAVB—D 2 —ABMERShEL
T=o

FoRILAVB3—D 2 —ZADEIBREShEL
T=o
FoRLAVB—TDI—ADE—RFARES
hELT,

FoRYUTIZAVR T RLANRESKE
L=,

FoRYUTIZAVST REL ROREMNEE
EhEJ,

FURILAVB—T—ABERIZHYEL
Tz,
FURILAVB—T T —ADEMIZHYEL
b=

FoRYOTICAVSHRR M ENRESNE
LT

oYU TIZAVSKRRA N ENERSHE

o

IPsec R S—MEOM S Mo f=f=8h/8
Ty rBBEShEL,

kRIS B—T 2 —R® DFbit IZEAT 3
E{ENERESNEL =,

roRILAL2VB—T = —R®D DFbit [ZBEF B
EEAN VY T EINELT,
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PR AVB—TI—ADE—RHBIYT
FoRILA2VA—T 2 —RD MTU BAEH S
P RILAVB—DT—RAD MSS BNEFH &
Interface AE{EATREAKAE TIZ ALV
FEX1—MAr—N"—TB—LFEL].
ULV A—TI—RITHEEINTND
BRT7RFLREHE DAV 2—T 1 —ANRD
ZEFRIDITRTY DT RLAN LY
FILE—BLIEW=OICHELELT,
REL YTy MCHESHY F
ZEFRYDITRTY DT RLAN LY
RILE—BLABWE=DIZHELELT.
DFbit BT 2R EICEENROMY FEL 1=,
FoRILT7 R L AERODFREITRBLEL

FURLT R L RAEROBEEICKERLEL

k2RI b DA T EIVEDHIRIEZE B

FSAN—IZIS—MNRELIFDH/1TY

FoRYDTTRLROBEEICKRKLEL

FoRILAVB—T2—RADT KL ABFRIE

FALANREY IADT A Y FIZKBLE

FoRNAB—T T —ADERIZKEKRLE

FoRILADE—T T —RDHBIBRICKE L F

FoRNAVB—T I —ADEHICKKLE

INFO 032 %s : Tunnel mode configuration cleard
EhFEL,
INFO 033 %s : Interface MTU updated %d
nFELI
INFO 034 %s : Interface MSS updated %d
nFELI
NOTICE 013 %s : Packet discarded (%s)
7Y EDBEShFEL,
WARNING 016 %s : Receive queue overflowed
WARNING 017 %s : Tunneling source %s address was not found on own interfaces
MY FEFATLT
WARNING 019 %s : Tunnel packet discarded (address missmatch) src:%s dst:%s
WARNING 020 %s : Tunnel packet from %s wrong (%s)
WARNING 028 %s : Tunnel packet discarded (%s address missmatch) %s
WARNING 029 %s : DFbit configuration of the interface strange (%s)
ERR 008 %s : Installing %s address failed (%s)
f=o
ERR 009 %s : Uninstalling %s %s address failed (%s)
Tz
ERR 012 %s : Tunnel packet nested %d times exceeding nest limit
AFLT,
ERR 014 %s : Packet discarded (%s)
NEEEIIFEL,
ERR 015 %s : Setting tunnel address failed (%s)
f=o
ERR 018 %s : %s %s
<7,
ERR 021 %s : Memory allocation failed (%s) AEYOWMBIZEKBRLEL=.
ERR 022 %s : Attach to %s protocol stack failed (%s)
LT
ERR 025 %s : Tunnel interface creation failed (%s)
L=,
ERR 026 %s : Tunnel interface delete failed (%s)
L=,
ERR 027 %s : Tunnel information update failed (%s)
L=,
7.425 JUw (IRB)
MOD : IRB

AJDEH: TYv

IF—LAJb MSGNO MESSAGE

Bk

DEBUG

DEBUG

104

105

bridge—group %d : dynamic FDB entry learned(%s w/ %s)

bridge—group %d : dynamic FDB entry deleted(%s w/ %s)

Dynamic FDB T b ) —Z &ML FE L=,

BHEIMICEEL-FDBIY b —FHIBRLE
L7

T {185
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DEBUG 109 bridge—group %d : %d of dynamic FDB entries ageout
DEBUG 201 MAC filter rule hits : %s

DEBUG 302 bridge—group %d : %d of bridge cache(s) ageout
INFO 003 %s : BVI interface created

INFO 004 %s : BVl interface deleted

INFO 005 bridge—group %d created

INFO 006 bridge—group %d deleted

INFO 007 %s : join in bridge—group %d

INFO 008 %s : break away from bridge—group %d

INFO 101 %s on bridge—group %d static FDB entry added
INFO 102 %s on bridge—group %d, static FDB entry deleted
INFO 301 bridge—group %d : filter cache entries cleared(%s)
NOTICE 001 Integrated Routing Bridge was enabled

NOTICE 002 Integrated Routing Bridge was disabled

NOTICE 107 bridge—group %d : all FDB entries cleard

NOTICE 108 bridge—group %d : all dynamic FDB entries flushed

WARNING 106 bridge—group %d : FDB entries size limited

ERR 103 Internal error : FDB entry add failed(%s on bridge—group %d)

7.4.26  UPnP (UPNPD)

Dynamic FDB TV b =D 2 A LT LE
L7

Frame & MAC filter rule M—E L E L 1=,

TNylxyyiad4 L7 MLEL
Tz

BVIf 22—z —R&EEHLFELT=,
BVIf>A2—DJz—XZEHIBRLEL T
TNySHhL—TE#HERLELT,
TSI L—TEHIBRLEL T,

TNyST =T~ B—Tz—R%EEM
LELE,

TNySHTN—ThbA23—T7 x—R%H|
BRLELT .

Static FDB T b ) —%#BEL FL 1=,
Static FDB T 1) —ZHIBRL E L 1=,
T)woxvwias P YT7LELT,
IRBED a— I EMITHYELT,

IRBEZ a—ILAEMITHYELT
TRTOFDBIV MY —ZHIBRLEL T,

BEMICEELFDBIY Y —%F R THI
BRLFEL .

FDBIY b —8ALRICELELT,

Static FDB TV k) —ZEBMTEELATL
b=

MOD : UPNPD
OJDBEE: 2747 0+—)L

IF—LAJb MSGNO MESSAGE

B

DEBUG 700 %d active incoming HTTP connections

DEBUG 702 UPnP permission rule %d matched : port mapping %s
DEBUG 703 No permission rule matched : accept by default (n_perms=%d)
DEBUG 705 Set nextnatpmptoclean_timestamp to %u

DEBUG 706 Failed to send packet (%s)

DEBUG 707 HTTP listening on port %d

DEBUG 708 Received signal %d, good—bye

DEBUG 709 Failed to broadcast good—bye notifications

DEBUG 710 Listening for NAT-PMP traffic on port %u

DEBUG 71 HTTP connection from %r:%d

DEBUG 712 HTTP REQUEST : %s %s (%s)

DEBUG 73 SOAPAction: %s

T f$8%

FOTATHEHTTPARO S 3 UNBERELT
WET,

FA Sz R— b YEL T IL—ILTY,

FAShTOWEWR—FIYEY Y IL—ILT

o

REIDEZ A LTI FEREZEHRELEL.
Ny b OBEEICKBLELR,

HTTP Db 2T &L EL =,
DUFIVERZELEIZD. BTLET,
SSDP good-bye MXfEITKEL EL 1=,
NAT-PMP O #5211+ &L FEL =,
HTTP [CHEft e hE L 1=,

HTTP Request Z2fEL F L 1=

SOAP 7O avERELEL,
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DEBUG

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

714

100

101

104

105

106

107

110

117

122

123

124

125

127

129

130

131

132

133

134

136

102

103

108

109

111

119

120

121

128

135

System uptime is %d seconds
SSDP M-SEARCH from %r:%d

Invalid SSDP M-SEARCH from %r:%d

AddPortMapping: external port %hu to %s:%hu protocol %s for: %s

System uptime ZER#BL £ L 1=,
SSDP M-SEARCH #2{EL £ L 1=,
FIE7; SSDP M-SEARCH #2{EL FE L 1=,

R—FTYEVTIL—ILOEMEREZEL
FL 1=

GetSpecificPortMappingEntry: rhost="%s’ %s %s found => %s:%u (%lu) desc="%s’

DeletePortMapping: external port: %hu, protocol: %s

GetGenericPortMappingEntry: index=%d

Send UPnPError %d: %s
No SOAPAction in HTTP headers

Redirection permission check failed for %hu—>%s:%hu %s

Ignoring redirect request as it matches existing redirect

Port %hu protocol %s already redirected to %s:%hu

Redirecting port %hu to %s:%hu protocol %s (%lu) for: %s
Removing redirect rule port %hu %s
NAT-PMP request received from %r:%hu %dbytes

NAT-PMP public address request

NAT-PMP port mapping request : %hu—>%s:%hu %s lifetime=%us

NAT-PMP %s port %hu mapping removed

Port %hu %s already redirected to %s:%hu, replacing

Expired NAT-PMP mapping port %hu %s removed

Failed to send SSDP announce
Unknown udp packet received from %r:%d

Client %r tried to redirect port to %s

QueryStateVariable: Unknown: %s

SoapMethod: Unknown: %s

Failed to remove port mapping

%s not found, responding ERROR 404

SUBSCRIBE was not supported yet.

Unsupported HTTP Command %s

Removed %d unused rules

No address associated with rule

R—bRYE T IL—ILOBMBEREZEL
FlL1

R—bRYE T IL—ILOHIBREREZEL
FlL1=

R—bTYEVTIL—ILOBMBEREZIEL
FlL 1
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WARNING 050 Failed to add multicast membership for address %r

WARNING 051 Truncated output

WARNING 052 Unexpected HTTP state: %d

WARNING 053 Discarding NAT-PMP request (too short) %dBytes

WARNING 054 Unsupported NAT-PMP version : %u

WARNING 055 Failed to remove NAT-PMP mapping eport %hu, protocol %s

WARNING 056 Failed to add NAT-PMP %hu %s—>%s:%hu "%s’

WARNING 057 Failed to send NAT-PMP packet: sent only %d bytes out of %d

WARNING 058 Failed to cleaning expired NAT-PMP mappings

WARNING 059 Failed to receive %s

WARNING 060 Failed to send %s

ERR 001 Memory allocation failed for %s

ERR 002 Internal error: %s

ERR 003 Failed to open pidfile for writing %s

ERR 004 Failed to write to pidfile %s

ERR 005 Failed to get IP address for interface %s

ERR 006 Failed to convert hostname "%s’ to IP address
ERR 007 Failed to get data for interface %s

ERR 008 Failed to update UPnP configuration

7.4.21 543 =% DNS (DDNS)
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MOD : DDNS
ny0EE: 7S Uy—vay

IF—LAJb MSGNO MESSAGE

=K

NOTICE 001 Updating IP address of %s
NOTICE 002 Status: %s
NOTICE 003 Failed to communicate with server
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